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(57) A first information processor (1) transmits a bub- 
ble packet to a port assigned after assignment of speci- 
fied port from reference port in a second communication 
control unit (4), a server (6) detects the position of the 
bubble packet transmitting port in a first communication 
control unit (3) used in transmission of this bubble packet, 
and a second information processor (2) transmits a reply 
packet to the detected bubble port transmitting port. In 
this configuration, the invention presents a communica- 
tion system capable of establishing more securely com- 
munication between plural information processors for 
communicating by way of communication control unit 
(NAT). In this configuration, the invention presents a 
communication system capable of establishing more se- 
curely communication between plural information proc- 
essors for communicating by way of communication con- 
trol unit (NAT). 
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Description 

TECHNICAL FIELD 

[0001] The present invention relates to communication 
system or tlie lil<e for establishing communications be- 
tween plural information processors. 

BACKGROUND ART 

[0002] First, classification of NAT (network address 
translation) is explained. Tine NAT includes tiie transmis- 
sion port assigning rule and reception filter rule, and the 
NAT is classified according to their combination. The 
transmission port assigning rule is divided into a cone 
type in which, not depending on the packet destination 
(IP address, port), when the port of NAT local side (for 
example, LAN side) information processor and the IP ad- 
dress are the same, the port of the global side (for ex- 
ample, the Internet or WAN side) assigned to the NAT is 
the same, an address sensitive type in which a new port 
is assigned for each packet destination address, and a 
port sensitive in which a new port is assigned for each 
destination port of packet. The reception filter rule for 
judging possibility of reception of packet from the local 
side to the port transmitting the packet from the NAT local 
side is divided into an address sensitive filterfor receiving 
the packet only from the address transmitting the packet 
from the port, a port sensitive filterfor receiving the packet 
only from the port transmitting the packet from the port, 
and no filter having no filter. By combining the transmis- 
sion port assigning rule and reception filter rule, the NAT 
can be classified into the following nine types (see Fig. 
32). 

[0003] Full cone NAT (F NAT): Transmission port as- 
signing rule of cone type, and reception port filter rule of 
no filter. 

[0004] Restricted cone NAT (R NAT): Transmission 
port assigning rule of cone type, and reception port filter 
rule of address sensitive filter. 

[0005] Port restricted cone NAT (PR NAT): Transmis- 
sion port assigning rule of cone type, and reception port 
filter rule of port sensitive filter. 
[0006] Symmetric (a) NAT (Sa NAT): Transmission 
port assigning rule of address sensitive type, and recep- 
tion port filter rule of no filter. 

[0007] Address sensitive symmetric NAT (AS NAT or 
Sb NAT): Transmission port assigning rule of address 
sensitive type, and reception port filter rule of address 
sensitive filter. 

[0008] Symmetric (c) NAT (Sc NAT): Transmission 
port assigning rule of address sensitive type, and recep- 
tion port filter rule of address sensitive type filter. 
[0009] Symmetric (d) NAT (Sd NAT): Transmission 
port assigning rule of port sensitive type, and reception 
port filter rule of port sensitive type filter. 
[0010] Symmetric (e) NAT (Se NAT): Transmission 
port assigning rule of port sensitive type, and reception 



port filter rule of address sensitive type filter. 
[0011] Port sensitive symmetric NAT (PS NAT or Sf 
NAT): Transmission port assigning rule of port sensitive 
type, and reception port filter rule of port sensitive filter. 

5 [0012] In the NAT communication, it has been pro- 
posed to establish communications between PCI and 
PC2 without using server as shown in Fig. 33. 
[0013] This technology is disclosed, for example, by 
D. Yon (Connection-Oriented Media Transport in SDP, 

10 Online, March 2003, [searched September 29, 2003], In- 
ternet <URL: http://www.ietf.org/intemet-drafts/draft-ietf- 
mmusic-sdp-comedia-05.txt>, hereinafter called non- 
patent reference 1), or Y. Takeda (Symmetric NAT 
Traversal using STUN, Online, June 2003, [searched 

15 March 25, 2004], Internet <URL: http://www.cs.cor- 
nell.edu/ projects/ stunt/ draft- takeda- nat- traversal- 
OO.txt>, hereinafter called non-patent reference 2). It is 
also reported by J. Rosenberg, J. Weinberger, C. Huite- 
ma, R. Mahy (STUN - Simple Traversal of User Datagram 

20 Protocol (UDP) Through Network Address Translators 
(NATs), Online, March 2003, Network Working Group 
Request for Comments: 3489, [searched March 24, 
2004], Internet <URL: http://www.ietf.org/rfc/ 
rfc3489.txt>, hereinafter called non-patent reference 3). 

25 [0014] In this case, probably, there is a combination of 
NATs unable to establish communications. In Fig. 40, 
when communicating from PCI of information processor 
connected to NAT1 local side to PC2, let us call NAT1 
as sending side NAT, and NAT2 as receiving side NAT. 

30 Hence, combination of NATs capable of establishing 
communications between PCI and PC2 is as shown in 
Fig. 34. 

[0015] In Fig. 34, connection of *1 has been known 
hitherto, connection of *2 is disclosed in non-patent ref- 

35 erence 1, and connection of *3 is disclosed in non-patent 
reference 2. Even in the combination of NATs capable 
of establishing communications, connection of *3 in- 
volves an uncertainty because communications cannot 
be established unless the port number differential of NAT 

40 is known and the position of the latest port of receiving 
side NAT is known. 

[0016] In the combinations in Fig. 34, cases of using 
Sa NAT or Sc to Se NAT are not included, but even in 
such NAT cases, it is desired to establish peer-to-peer 

^ communication by way of NAT (for example, communi- 
cation between PCI and PC2 in Fig. 33). 
[0017] As prior conditions for establishing communi- 
cations between information processors, it is desired to 
detect securely the position of ports of NAT passing 

50 through the bubble packet (the packet sent in order to 
leave communication record in the NAT) transmitted from 
one information processor. 

DISCLOSURE OF THE INVENTION 

55 

[0018] It is hence an object of the invention to present 
communication system or the like capable of securely 
establishing communications between plural information 
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processors for communicating by way of a communica- 
tion control unit for controlling the communications. 
[001 9] It is other object of the invention to present com- 
munication system or the like capable of detecting the 

range of ports in the communication control unit allowing 
to pass the bubble packet transmitted from the informa- 
tion processor. 

[0020] To achieve the object, the first information proc- 
essor of the invention is afirst information processorcom- 
municating with a second information processor by way 
of a first communication control unit for controlling the 
communication of the first information processor and a 
second communication control unit for controlling the 
communication of the second information processor, and 
it includes a reference port receiver for receiving refer- 
ence port information showing the position of the refer- 
ence port as the port in the second communication control 
unit as the reference of target of transmission of bubble 
packet sent for leaving the transmission record in the first 
communication unit, a bubble packet transmitter for 
sending the bubble packet to the second communication 
control unit by way of the first communication control unit, 
a detection packettransmitterforsending a port detection 
packet for detecting the position of bubble packet trans- 
mitting port as the port of the first communication control 
unit used in transmission of the bubble packet, and a 
reply packet receiver for receiving a reply packet sent 
from the second information processor by way of th e sec- 
ond communication control unit, to the bubble packet 
transmitting port. 

[0021] In this configuration, transmission of bubble 
packet on the basis of reference port information, and 

reception of reply packet sent to the bubble packet trans- 
mitting port detected by using the port detection packet 
can be achieved, and communication between the first 
information processor and second information processor 
can be established. 

[0022] The first information processor of the invention 
is also a first information processor communicating with 
a second information processor by way of a first commu- 
nication control unit for controlling the communication of 
the first information processor and a second communi- 
cation control unit for controlling the communication of 
the second information processor, in which the first com- 
munication control unit receives a bubble packet for leav- 
ing transmission record in the second communication 
unit from the second information processor by way of the 
second communication unit, and includes a reference 
port detection packettransmitterforsending a reference 
port detection packet for detecting the position of refer- 
ence port as the port in the first communication control 
unit as the reference of target of transmission of the bub- 
ble packet, a bubble packet transmitting port receiver for 
receiving bubble packet transmitting port information 
showing the position of bubble packet transmitting port 
as the port of the second communication control unit used 
in transmission of the bubble packet from the second 
information processor, and a reply packet transmitter for 



sending a reply packet to the bubble packet transmitting 
port showing the bubble packet transmitting port infor- 
mation. 

[0023] In this configuration, the reply packet can be 

5 sent to the bubble packet transmitting port leaving the 
transmission record by transmission of bubble packet, 
communication between the first information processor 
and second infomiation processor can be established. 
[0024] The server of the invention is a server for es- 

'0 tablishing communication between the a information 
processor and a second information processor by way 
of a first communication control unit for controlling com- 
munication of the first information processor and a sec- 
ond communication control unit for controlling communi- 

15 cation of the second information processor, and it in- 
cludes a reference port detectorfor receiving a reference 
port detection packet sent from the second infomiation 
processor by way of the second communication control 
unit, in order to detect the position of the reference port 

20 as the port in the second communication control unit as 
the reference of target of transmission of bubble packet 
sentf romthefirst information processorfor leaving trans- 
mission record in the first communication control unit, 
and detecting the position of the reference port on the 

25 basis of the reference port detection packet, a reference 
porttransmitterforsendingthe reference port information 
showing the position of the reference port detected by 
the reference port detector to the first information proc- 
essor, a bubble packet transmitting port detector for re- 

30 ceiving the port detection packet sent from the first infor- 
mation processor, in order to detect the position of the 
bubble packet transmitting port as the port in the first 
communication control unit used in transmission of bub- 
ble packet from the first information processor to the sec- 

35 ond communication control unit, and detecting the posi- 
tion of the bubble packet transmitting port on the basis 
of the port detection packet, and a bubble packet trans- 
mitting port transmitter for sending bubble packet trans- 
mitting port information showing the position of the bub- 

40 blepackettransmitting port detected by the bubble pack- 
et transmitting port detector to the second information 
processor. 

[0025] In this configuration, the position of reference 
port in the second communication control unit can be 
^ detected and noticed to the first information processor, 
and the position of bubble packet transmitting port can 
be detected and noticed to the second information proc- 
essor. 

[0026] The server of the invention is also a server for 
50 establishingcommunication betweenthefirstinformation 

processor and second information processor by way of 
the first communication control unit for controlling com- 
munication of the first information processor and the sec- 
ond communication control unit for controlling communi- 
55 cation of the second information processor, and it in- 
cludes a reference port detectorfor receiving a reference 
port detection packet sent from the second information 
processor by way of the second communication control 
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unit, in order to detect tlie position of the reference port 
as thie port in the second communication control unit as 
the reference of target of transmission of bubble packet 
sent from the first information processorfor leaving trans- 
mission record in the first communication control unit, 5 
and detecting the position of the reference port on the 
basis of the reference port detection packet, a reference 
porttransmitterforsending the reference port information 
showing the position of the reference port detected by 
the reference port detector to the first information proc- 'o 
essor, a detector for detecting port number for receiving 
a port detection packet sent from the first information 
processor, in order to detect the position of the bubble 
packet transmitting port as the port in the first communi- 
cation control unit used in transmission of bubble packet 15 
from the first information processor to the second com- 
munication control unit, and detecting the position of the 
port in the first communication control unit allowing to 
pass the port detection packet on the basis of the port 
detection packet, and a port number information trans- 20 
mitter for port differential detection for sending the port 
differential information showing the position of the port 
detected by the detector for detecting port number to the 
first information processor. 

[0027] In this configuration, the position of reference 25 
port in the second communication control unit can be 
detected and noticed to the first infomnation processor, 
and the position of the first communication control unit 
allowing to pass the port detection packet can be detect- 
ed and noticed to the first information processor. so 
[0028] The communication system of the invention is 
a communication system comprising an information 
processor, a communication control unit for controlling 
the communication of the information processor, and a 
server, in which the information processor includes a 35 
bubble packet transmitter for sending a bubble packet 
for leaving transmission record in the communication 
control unit by way of the communication control unit, 
and a detection packet transmitter for sending a port de- 
tection packet used in detection of position of bubble 40 
packet transmitting port as the port in the communication 
control used in transmission of bubble packet, to the serv- 
er, before and aftertransmission of bubble packet by the 
bubble packet transmitter. 

[0029] In thisconfiguration,bythe port detection pack- ^ 
et sent from the information processor, the position of 
the bubble packet transmitting port can be detected. It 
can be detected either in the server or in the information 
processor, or in other device. Using the position of the 
detected bubble packet transmitting port, the packet is so 
sent to this bubble packet transmitting port from other 
device, and hence this packet is received in the infomna- 
tion processor. 

BRIEF DESCRIPTION OF THE DRAWINGS 55 
[0030] 



Fig. 1 is a block diagram of configuration of commu- 
nication system in prefen-ed embodiment 1 of the 
invention. 

Fig. 2 is a block diagram of configuration of first in- 
formation processor in the preferred embodiment. 
Fig. 3 is a block diagram of configuration of second 
information processor in the preferred embodiment. 
Fig. 4 is a block diagram of configuration of server 
in the preferred embodiment. 
Fig. 5 is a flowchart of operation of communication 
system in the preferred embodiment. 
Fig. 6 is an explanatory diagram of process of es- 
tablishment of communication in the preferred em- 
bodiment. 

Fig. 7 is an explanatory diagram of detection of port 
number differential in the preferred embodiment. 
Fig. 8 is an explanatory diagram of process of es- 
tablishment of communication in the prefen-ed em- 
bodiment. 

Fig. 9 is an explanatory diagram of process of es- 
tablishment of communication in the preferred em- 
bodiment 

Fig. 1 0 is an explanatory diagram of specific example 
in the preferred embodiment. 
Fig. 1 1 is an explanatory diagram of speciflcexample 
in the preferred embodiment. 
Fig. 12 is an explanatory diagram of speciflcexample 
in the preferred embodiment. 
Fig. 1 3 is an explanatory diagram of specific example 
in the preferred embodiment. 
Fig. 1 4 is an explanatory diagram of specific example 
in the preferred embodiment. 
Fig. 1 5 is an explanatory diagram of speciflcexample 
in the preferred embodiment. 
Fig. 1 6 is an explanatory diagram of speciflcexample 
in the preferred embodiment. 
Fig. 1 7 is a diagram of combination of characteristics 
of communication control units that can be connect- 
ed in the preferred embodiment. 
Fig. 1 8 is a block diagram of configuration of first 
infomnation processor in preferred embodiment 2 of 
the invention. 

Fig. 1 9 is a block diagram of configuration of second 
information processor in the preferred embodiment. 
Fig. 20 is a block diagram of configuration of server 
in the preferred embodiment. 
Fig. 21 is an explanatory diagram of process of es- 
tablishment of communication in the preferred em- 
bodiment. 

Fig. 22 is an explanatory diagram of process of es- 
tablishment of communication in the preferred em- 
bodiment. 

Fig. 23 is an explanatory diagram of process of es- 
tablishment of communication in the preferred em- 
bodiment. 

Fig. 24 is a block diagram of configuration of com- 
munication system in preferred embodiment 3 of the 
invention. 



55 



4 



1/11/2010, EAST Version: 2.4.1.1 



7 



EP 1 677 465 A1 



8 



Fig. 25 is a b\ock diagram of configuration of com- 
munication system in otiier example of tlie preferred 

embodiment. 

Fig. 26 is a blocl< diagram of configuration of com- 
munication system in preferred embodiment 4 of tlie 

invention. 

Fig. 27 is a blocl< diagram of configuration of first 
information processor In the preferred embodiment. 
Fig. 28 is a blocl< diagram of configuration of server 
in tiie preferred embodiment. 
Fig. 29 is an explanatory diagram of process of es- 
tablishment of communication In the preferred em- 
bodiment. 

Fig. 30 is an explanatory diagram of specific example 

In the preferred embodiment. 

Fig. 3 1 1s an explanatory diagram of specific example 

in the preferred embodiment. 

Fig. 32 Is an explanatory diagram of characteristics 

(types) of NAT. 

Fig. 33 Is a diagram showing an example of commu- 
nication system. 

Fig. 34 is a diagram showing combinations of con- 
ventional NATs that can be connected. 

DETAILED DESCRIPTION OF THE PREFERRED EM- 
BODIMENTS 

(Preferred embodiment 1 ) 

[0031] A communication system In preferred embodi- 
ment 1 of the invention is described while referring to the 
accompanying drawings. 

[0032] Fig. 1 1s ablockdiagram of configuration of com- 
munication system In the preferred embodiment. In Fig. 
1 , the communication system in the preferred embodi- 
ment comprises first information processor 1 , second In- 
formation processor 2, first communication control unit 
3, second communication control unit 4, and sen/er 6. 
First communication control unit 3, second communica- 
tion control unit 4, and sen/er 6 are connected by way of 
wired or wireless communication network 5. Communi- 
cation network 5 is, for example, the Internet. 
[0033] In Fig. 1 , first Information processor 1 and sec- 
ond Information processor 2 are connected respectively 
to first communication control unit 3 and second commu- 
nication control unit 4, but other devices may be also 
connected to first communication control units and sec- 
ond communication control unit 4. 
[0034] In the preferred embodiment, first information 
processor 1 1s supposed to operate as transmission side 
Information processor, and second Information proces- 
sor 2 as reception side Information processor. Herein, 
the transmission side information processor refers to the 
side requesting communication (connection) when es- 
tablishing communication between first Infomnation proc- 
essor 1 and second information processor 2 (in other 
words, the bubble packet transmitting side). On the other 
hand, the reception side infomnation processor refers to 



the Infonnation processor at the opposite side, that Is, 
the side receiving request of communication (in other 
words, the reply packet transmitting side to the bubble 
packet). The bubble packet and reply packet are de- 

5 scribed later. 

[0035] Fig. 2 is a block diagram of configuration of first 
infonnation processor 1 . In Fig. 2, first information proc- 
essor 1 comprises communication unit 1 1 , reference port 
receiver 12, bubble packet transmitter 13, detection 

10 packet transmitter 14, port number differential detection 
packet transmitter 15, re-send instruction receiver 16, 
reply packet receiver 17, re-reply packet transmitter 18, 
and port number differential receiver 1 9. 
[0036] Communication unit 11 communicates be- 

15 tween bubble packet transmitter 1 3 or other internal con- 
stituent elements in first information processor 1 and first 
communication control unit 3. 
[0037] Reference port receiver 1 2 receives the refer- 
ence port information showing the position of reference 

20 port. The reference port: Is a specified port in second com- 
munication control unit 4, and is the port as reference of 
the port of target of bubble packet transmission (target 
port for transmitting bubble packet). To receive the ref- 
erence port information is to receive, for example, refer- 

25 ence port information. The bubble packet Is described 
below. 

[0038] Bubble packet transmitter 1 3 transmits a bubble 

packet to second communication control unit 4 by way 
of communication unit 1 1 andfirst communication control 

30 unit 3. The bubble packet Is transmitted on the basis of 
the reference port Information received In the reference 
port receiver 12. More specifically, in second communi- 
cation control unit 4, the bubble packet Is transmitted to 
the target port for transmitting bubble packet which Is the 

35 port assigned after assignment of specified port from the 
reference port in second communication control unit 4. 
The target port for transmitting bubble packet is, for ex- 
ample, a port of which port interval with the reference 
port is M times of port number differential (M being an 

40 integer of 1 or more) in second communication control 
unit 4. For example, when ports are assigned so as to 
increase the port numbers, the target portfortransmltting 
bubble packet is a greater port numberthan the reference 
port. The port number differential In second communica- 

^ tlon control unit 4 is indicated by port differential infomna- 
tion received in port number differential receiver 19 de- 
scribed later. The bubble packet Is a packet intended to 
leave transmission record in first communication unit 3 
in order to establish communication between first infor- 

50 mation processor 1 and second infonnation processor 2. 
Herein, to establish communication Is to start: peer-to- 
peer communication between first information processor 
1 and second infonnation processor 2 without resort to 
server 6. To leave transmission record is to assign a port 

55 (open a port) for receiving a reply packet described below 
in first communication control unit 3. The bubble packet 
may contain certain information or no infonnation. The 
bubble packet Is transmitted by connection less protocol. 
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such as UDP {user datagram protocol). 
[0039] Detection packet transmitter 14 sends a port 
detection packet to server 6. This port detection packet 
Is used for detecting the position of bubble packet trans- 
mitting port. The bubble packet transmitting port is a port 
of first communication control units used in transmission 
of bubble packet. This port detection packet is transmit- 
ted before the bubble packet Is transmitted and/or after 
the bubble packet Is transmitted. In this preferred em- 
bodiment, the port detection packet is transmitted before 
and after transmission of bubble packet. The port detec- 
tion packet is transmitted by UDP or TCP (transmission 
control protocol). The port detection packet may contain 
certain Information or no Information. 
[0040] Port number differential detection packet trans- 
mitter 1 5 sends a port number differential detection pack- 
et used In detection of port number differential In first 
communication control unit 3 to server 3 by way of first 
communication control unit 3. The port number differen- 
tial is the inten/al of ports used (assigned) continuously. 
For example, when the port number differential Is 1 , the 
port used next to port number 20000 Is a port of port 
number 20001 . Or, when the port number differential is 
2, the port used next to port number 20000 is a port of 
port number 20002. The port number differential detec- 
tion packet may contain certain Information or no Infor- 
mation. 

[0041] Re-send instruction receiver 16 receives a re- 
send instruction. The re-send instruction is an instruction 
for re-sending bubble packet and port detection packet. 
The re-send instruction is received, for example, by re- 
ception of communication. When the re-send Instruction 
receiver 1 6 receives the re-send instruction, the detection 
packet transmitter 14 and bubble packet transmitter 13 
transmit the port detection packet and bubble packet 
again. 

[0042] Reply packet receiver 17 receives the reply 
packet sent from second information processor 2 by way 
of second communication control unit 4. The reply packet 
Is transmitted to the bubble packet transmitting port. The 
reply packet Is received, for example, by reception of 
communication. The reply packet may contain certain 
information or no information. 

[0043] Re-reply packet transmitter 1 8 sends a re-reply 
packet when reply packet Is received in reply packet re- 
ceiver 17. The re-reply packet is sentto the port of second 
communication control unit 4 used in transmission of re- 
ply packet. The re-reply packet is transmitted, for exam- 
ple, by UDP. The re-reply packet may contain certain 
Information or no Infomnation. 

[0044] Port number differential receiver 19 receives 
the port differential information sent from server 6. The 
port differential information is the information showing 
the port number differential In second communication 
control unit 4. 

[0045] Fig. 3 is a block diagram of configuration of sec- 
ond information processor 2. In Fig. 3, second informa- 
tion processor 2 comprises communication unit 21, ref- 



erence port detection packettransmltter22, bubble pack- 
et transmitting port receiver 23, reply packet transmitter 
24, re-reply packet receiver 25, and port number differ- 
ential detection packet transmitter 26. 
5 [0046] Communication unit 21, like communication 
unit 1 1 , communicates between reference port detection 
packet transmitter 22 or other internal constituent ele- 
ments In second Infomnation processor 2 and second 
communication control unit 4. 
10 [0047] Reference port detection packet transmitter 22 
transmits the reference port detection packet for detect- 
ing the position of reference port to server 6. This refer- 
ence port Is the latest port (the most newly assigned port) 
at the moment of transmission of reference port detection 
15 port, out of the ports assigned in second communication 
control unit 4. That is, by sending this reference port de- 
tection packet, the position of the latest port assigned in 
second communication control unit 4 can be detected by 
server 6. The reference port detection packet Is trans- 
20 mitted by UDP or TCP. The reference port detection 
packet may contain certain Information or no information. 
[0048] Bubble packet transmitting port receiver 23 re- 
ceives bubble packet transmitting port Infonnation. The 
bubble packet transmitting port information is the infor- 
ms mation showing the position of bubble packettransmitting 
port, and, for example, the position of bubble packet 
transmitting port Is Indicated by port number of bubble 
packettransmitting port. The bubble packettransmitting 
port is received, for example, by reception of communi- 
30 cation. 

[0049] Reply packet transmitter 24 transmits reply 
packet to bubble packet transmitting port In first commu- 
nication control unit 3. The position of this bubble packet 
transmitting port is indicated by the bubble packet trans- 

35 mitting port information received in bubble packet trans- 
mitting port receiver 23. The reply packet is sent by using 
different number N (N being an integer of 2 or more) of 
ports of second communication control unit 4. The N 
number of ports are ports newly assigned in second com- 

40 munlcatlon control unit 4 at the time of transmission of 
reply packet. The value of N is the number of ports (a) 
that can be assigned from the reference port to other port 
transmittingthe bubble packet (targetportfortransmitting 
bubble packet) In second communication control unit 4. 

^ That is, atthe time of transmission of reply packet, unless 
the target port for transmitting bubble packet has been 
already used in other device, by transmitting a reply pack- 
ets, the reply packet can be transmitted by using the tar- 
get port for transmitting bubble packet. The reply packet 

50 Is transmitted, for example, by UDP. The reply packet 
may contain certain information or no information. 
[0050] Re-reply packet receiver 25 receives the re-re- 
ply packet sent from first information processor 1. This 
re-reply packet Is sent to the port of second communlca- 

55 tion control unit 4 used In transmission of reply packet, 
and is received in second information processor 2. De- 
pending on the type of NAT used in first communication 
control unit 3 and second communication control unit 4, 
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when first information processor 1 receives the reply 
packet, communication between first Information proc- 
essor 1 and second infomnation processor 2 may be es- 
tablished, or oniy when re-repiy pacl<et is received in sec- 
ond Information processor 2, communication between 
first Information processor 1 and second Information 
processor 2 may be established. 
[0051] Port number differential detection packet trans- 
mitter 26 transmits the port number differential detection 
packet for detecting the port number differential in second 
communication control unit4toserver6by way of second 
communication control unit 4. The port number differen- 
tial detection packet may contain certain information or 
no information. 

[0052] First communication control unit 3 Is to control 
communication of first information processor 1 , and con- 
trols communication of local side (first infomnation proc- 
essor 1 side) and global side (communication networks 
side), by using the so-called NAT. Types of NAT include 
F NAT, R NAT, PR NAT, Sa NAT, AS NAT, Sc NAT, Sd 
NAT, Se NAT, and PS NAT. 

[0053] Second communication control unit 4 is to con- 
trol communication of second infomnation processor 2, 
by using the NAT, same as first communication control 
units. In the communication system of the preferred em- 
bodiment, as described below, in all combinations of 
NATs used in first communication control units and sec- 
ond communication control unit 4, communication be- 
tween first information processor 1 and second informa- 
tion processor 2 can be established. In first communica- 
tion control unit 3 and second communication control unit 
4, ports are assigned so that the port numbers may in- 
crease or decrease in every specified port number dif- 
ferential. In the following explanation, the ports are as- 
signed so that the port numbers may increase. 
[0054] Fig. 4 is a block diagram of configuration of serv- 
er 6. In Fig. 4, server 6 comprises communication unit 
61 , reference port detector 62, reference port transmitter 
63, port number differential detector 64, bubble packet 
transmitting port detector 65, re-send instruction trans- 
mitter 66, bubble packet transmitting port transmitter 67, 
and port number differential transmitter 68. 
[0055] Communication unit 61 communicates be- 
tween reference port detector 62 and otherparts of server 
6, and first information processor 1 and second infonna- 
tion processor 2. 

[0056] Reference port detector 62 receives a refer- 
ence port detection packet, and detects the position of 
reference port on the basis of the reference port detection 
packet. The reference port detection packet is received, 
for example, by reception of communication. The refer- 
ence port detection packet is sent from second infomna- 
tion processor2 by way of second communication control 
unit 4. 

[0057] Reference port transmitter 63 transmits refer- 
ence port information to first information processor 1 . The 
reference port information shows the position of refer- 
ence port by, for example, port number of reference port. 



[0058] Port number differential detector 64 detects the 
port number differential In first communication control unit 
3. This is detected by receiving the port number differ- 
ential detection packet sent from first information proc- 

5 essor 1 . Port number differential detector 64 also detects 
the port number differential In second communication 
control unit 4. This is detected by receiving the port 
number differential detection packet sent from second 
information processor 2. Of course, a first port detector 

10 for detecting the port number differential in first commu- 
nication control unit 3, and a second port detector for 
detecting the port number differential in second commu- 
nication control unit 4 may be provided. They are realized 
by one only, that is, port number differential detector 64. 

'5 That is, of port number differential detector 64, the portion 
for detecting the port number differential in first commu- 
nication control unit 3 is the first port detector and the 
portion for detecting the port number differential in sec- 
ond communication control unit 4 is the second port de- 

20 tector. 

[0059] Bubble packet transmitting port detector 65 de- 
tects the position of bubble packet transmitting port in 
first communication control unit 3. This is detected by 
receiving the port detection packet sent from first infor- 
ms mation processor 1 byway of first communication control 
unit 3. The port detection packet is received, for example, 
by reception of communication. More specifically, bubble 
packet transmitting port detector 65 receives port detec- 
tion packets transmitted before and after transmission of 
30 bubble packet. It Is judged If two ports in first communi- 
cation control unit 3 used In transmission of port detection 
packets, and the bubble packet transmitting port are con- 
secutive or not. As a result of judging, if these ports are 
consecutive, the position of the ports enclosed by two 
35 ports in first communication control unit 3 used in trans- 
mission of port detection packets Is detected as the po- 
sition of the bubble packet transmitting port. Being con- 
secutive refers to a state of arrangement of these ports 
and bubble packet transmitting port at an interval of port 
40 number differential of first communication control unit 3. 
IVIeanwhile, it may be judged to be consecutive when the 
interval of two ports of first communication control unit 3 
used in transmission of port detection packets Is 2 times 
of port number differential of first communication control 
^ unit 3 detected by port number differential detector 64. 
On the other hand, if two ports in first communication 
control units used in transmission of port detection pack- 
ets and the bubble packet transmitting port are not con- 
secutive, the bubble packet transmitting port cannot be 
50 detected. 

[0060] Re-send Instruction transmitter 66 transmits a 
re-send Instruction to first infonnatlon processor 1 If the 
position of bubble packet transmitting port cannot be de- 
tected by bubble packet transmitting port detector 65. 
55 The re-send instruction is an instruction for transmitting 
bubble packet and port detection packet again. That is, 
bubble packet transmitting port detector 65 detects the 
position of bubble packet transmitting port by using the 
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port detection packet sent again by transmission of re- 
send instruction. Thie re-send instruction is transmitted 
repeated until tine position of bubble packet transmitting 
port is detected by bubble packet transmitting port de- 
tector 65, or by a specified limit (for example, 10 times), 
or for a specified duration (for example, 30 seconds). 
[0061] Bubble packet transmitting port transmitter 67 
sends bubble packet transmitting port information to sec- 
ond information processor 2. The position of bubble pack- 
et transmitting port indicated by bubble packet transmit- 
ting port information is the position detected by bubble 
packet transmitting port detector 65. 
[0062] Port number differential transmitter 68 sends 
port differential information to first information processor 
1 . The port differential information is the information 
showing the port number differential in second commu- 
nication control unit4detected by port differential number 
detector 64. 

[0063] The operation of communication system of the 
preferred embodiment is explained. Referring nowto the 
flowchart in Fig. 5, the communication method until start 
of communication between first information processor 1 
and second information processor 2 is explained. 
[0064] (Step SI 01 ) Reference port detection packet is 
sent from second information processor 2 to server 6, 
and the position of reference port is detected on the basis 
of the reference port detection packet. Reference port 
information showing the position of reference port is sent 
to first information processor 1 from server 6. Detail of 
step SI 01 is explained below. 
[0065] (Step SI 02) First information processor 1 
sends bubble packet to second communication control 
unit 4 on the basis of reference port information. Port 
detection packet used in detection of bubble packet 
transmitting port is sent to server 6. Detail of step S1 02 
is explained below. 

[0066] (Step 81 03) Bubble packettransmitting port de- 
tector 65 of server 6 judges if the position of bubble packet 
transmitting port can be detected or not on the basis of 
the port detection packet received at step S1 02. If de- 
tected, the process goes to step SI 04, and if not detect- 
ed, re-send instruction transmitter 66 transmits a re-send 
instruction to first information processor 1 , and the proc- 
ess returns to step SI 02. The re-send instruction is re- 
ceived in re-send instruction receiver 1 6 of first infonna- 
tion processor 1. 

[0067] (Step 8104) Server 6 detects the position of 
bubble packet transmitting port, and sends the bubble 
packet transmitting port information showing its position 
to second information processor 2. Second information 
processor 2 transmits sends a reply packet to first com- 
munication control unit 3 on the basis of the bubble packet 
transmitting port infomnation. Detail of step SI 04 is ex- 
plained below. 

[0068] (Step SI 05) Reply packet receiver 17 of first 

information processor 1 judges if reply packet is received 
or not. When reply packet is received, the process goes 
to step SI 06, or if not received, the process returns to 



step 8101, and the process from step 8101 is repeated. 
[0069] (Step SI 06) Re-reply packet transmitter 1 8 of 
first infonnation processor 1 sends re-reply packet to sec- 
ond communication control unit 4. 

5 [0070] (Step 81 07) Re-reply packet receiver25 of sec- 
ond information processor 2 judges if re-reply packet is 
received or not. When re-reply packet is received, by 
sending the packet to either port of first communication 
control unit 3 used in transmission of re-reply packet, 

'0 communication is established between first information 
processor 1 and second information processor 2 without 
resort to server 6, and the process of establishment of 
communication is terminated. On the other hand, if re- 
reply packet is not received, communication is not estab- 

'5 lished, the process returns to step SI 01 , and the process 
from step SI 01 is repeated. 

[0071] The process at step SI 01 in flowchart in Fig. 5 
is explained by referring to Fig. 6. Fig. 6 is an explanatory 
diagram of process of exchange of information among 
20 transmission side, server, and reception side. The trans- 
mission side is the concept including first information 
processor 1 and first communication control unit 3, and 
the reception side is the concept including second infor- 
mation processor 2 and second communication control 
25 unit 4. 

[0072] (Step S201 ) Server 6 sends a transmission re- 
quest of reference port detection packet to second infor- 
mation processor 2. 

[0073] (Step S202) Reference port detection packet 
30 transmitter 22 of second information processor 2 re- 
ceives transmission request of reference port detection 
packet sent from server 6, and transmits reference port 
detection packet to server 6. Reference port detection 
packet transmitter 22 transmits the reference port detec- 
ts tion packet by using the latest port assigned in second 
communication control unit 4. For example, the reference 
port detection packet is transmitted by using the newest 
assigned port in second information processor 2. 
[0074] (Step S203) Reference port detector 62 of serv- 
40 er 6 receives the reference port detection packet sent 
from second infonnation processor2. Reference port de- 
tector 62 detects the position of reference port by refer- 
ring to the port number of reference port contained in the 
header of reference port detection packet. 
45 [0075] (Step S204) Reference port transmitter 63 
transmits the reference port information as the informa- 
tion showing the position of reference port detected in 
reference port detector 62, to first information processor 
1 . The reference port information is received in reference 
50 port receiver 1 2 in first information processor 1 . 

[0076] (Step 8205) Server 6 sends the address infor- 
mation showing the IP address of second communication 
control unit4to first infomnation processor 1 . The address 
information is received in communication unit 1 1 , and is 
55 transferred to bubble packet transmitter 1 3. 

[0077] (Step S206) Port number differential detection 
packet transmitter 15 of first information processor 1 
sends a port number differential detection packet to serv- 
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er6. In this transmission, it is arrangedso that plural port 
number differential detection pacl<ets may pass through 
different ports in first communication control unit 3. The 
port number differential detection packet is transmitted, 
for example, from plural ports of different port numbers 
in first information processor 1 . Fig. 7 is an explanatory 
diagram of transmission of port number differential de- 
tection packet. Port number differential detection packet 
transmitter 15 transmits port number differential detec- 
tion packets to port P200 of server 6, sequentially from 
different ports P205 to P208. In first communication con- 
trol unit 3, these packets pass through different ports 
P201 to P204, individually. In Fig. 7, it is supposed that 
packets are transmitted in the sequence of ports P205 
to P208. It is also supposed that first information proces- 
sor 1 has not used ports P205 to P208 in communication 
with server 6 before transmission of port number differ- 
ential detection packet. 

[0078] (Step S207) Port number differential detector 
64 of server 6 receives the port number differential de- 
tection packet sent from first infomriation processor 1 , 
and detects the port number differential on the basis of 
this port number differential detection packet. Detection 
method of port number differential is explained. Port 
number differential detector 64 receives port number dif- 
ferential detection packet, and detects ports P201 to 
P204 of first communication control unit 3 used in trans- 
mission of each port numberdifferential detection packet. 
For example, if the port interval of port P202 and port 
P201 is 12, the port interval of port P203 and port P202 
is 6, and the port interval of port P204 and port P203 is 
16, the smallest port interval of 6 is detected as port 
numberdifferential. Orthe greatest common measure of 
port intervals may be detected as port number differen- 
tial. For example, in the case the port interval of port P202 
and port P201 is 12, the port interval of port P203 and 
port P202 is 6, and the port interval of port P204 and port 
P203 is 9, the greatest common measure of 3 may be 
detected as port number differential. Detecting method 
of port number differential is not limited to these exam- 
ples, but the port numberdifferential maybe detected by 
anyothermethod. The numberof port numberdifferential 
detection packets used in transmission of detection of 
port number differential is not limited to 4, but may be 
freely changed within a range of detecting the port 
number differential. 

[0079] (Step S208) Port number differential detection 
packet transmitter 26 of second information processor 2 
sends a port number differential detection packetto serv- 
er 6. Herein, the port number differential detection packet 
is transmitted same as at step S206. 
[0080] (Step S209) Port number differential detector 
64 of server 6 receives the port number differential de- 
tection packet sent from second infonnation processor 
2, and detects the port numberdifferential in second com- 
munication control unit 4 on the basis of the port number 
differential detection packet. Detecting method of port 
number differential is same as at step 8207, and its ex- 



planation is omitted. In detection process of port number 
differential at this step S209, as compared with detection 
of port number differential at step S207, high strictness 
is not demanded. That is, a multiple of actual port number 

5 differential in second communication control unit 4 may 
be detected as port numberdifferential. The port number 
differential detected at this step S209 is used for deter- 
mining the port remote from the reference port by the 
port interval equivalent to a multiple of port number dif- 

'0 ferential detected at this step S209 (in the port number 
increasing direction if the port numbers are assigned in 
the ascending direction) asthe target portfortransmitting 
bubble packet. As a result, if the port numberdifferential 
detected at this step is a multiple of actual port number 

15 differential, the target port number of transmitting bubble 
packet determined in this manner is the port assigned 
after the ports are assigned certain times from the refer- 
ence port, and hence this port can be used as the target 
port number of transmitting bubble packet. Therefore, in 

20 detection of port numberdifferential at step S208 or S209, 
the port number differential may be detected by trans- 
mission of a small number of port number differential de- 
tection packets. 

[0081 ] (Step S21 0) Port number differential transmitter 
25 68 of server 6 sends the port differential information 
showing the port number differential detected at step 
8209 to first information processor 1 . 
[0082] In Fig. 6, the reception side address may be 
transmitted (step 8205) anytime, for example, before 
30 transmission of reference port information (step S204) 
or transmission request of reference port detection pack- 
et (step S201). The process from transmission of port 
number differential detection packet (step S208) to trans- 
mission of port number differential information (step 
35 8210) may be also conducted before the process of 
transmission of port numberdifferential detection packet 
(step 8206). Thus, there is a certain freedom in the se- 
quence of process in Fig. 6. 

[0083] The process at step 8102 In flowchart in Fig. 5 

40 is explained by referringto Fig. 8. Fig. 8 is an explanatory 
diagram of process of exchange of information among 
transmission side, server, and reception side. 
[0084] (Step S301) Detection packet transmitter 1 4 of 
first infonnation processor 1 sends the port detection 

^ packet to server 6 by way of first communication control 
unit 3. In this transmission, the packet is transmitted so 
that the port detection packet may pass the latest as- 
signed port in first communication control unit 3. This is 
intended to detect properly the position of the bubble 

50 packet transmitting port. For example, detection packet 
transmitter 14 sends the port detection packet by using 
a port of first information processor 1 not used so far in 
communication between first information processor 1 
and server 6. Thus transmitted port detection packet is 

55 received in bubble packet transmitting port detector 65 
in server 6. This bubble packet transmitting detector 65 
refers to the header of port detection packet, and detects 
the position of the port of first communication control unit 
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3 used in transmission of port detection packet. 
[0085] (Step S302) Bubble packettransmitter 1 3 of fi rst 
information processor 1 sends tine bubble packet to sec- 
ond communication control unit 4. This bubble packet is 
transmitted from the reference port to the port assigned 
after port assignment of specified times (a) in second 
communication control unit 4. 
[0086] (Step S303) Detection packet transmitter 1 4 of 
first infonnation processor 1 sends the port detection 
packet to server 6 by way of first communication control 
unit 3. In this transmission, the packet is transmitted so 
that the port detection packet may pass the latest as- 
signed port in first communication control unit 3. For ex- 
ample, detection packet transmitter 14 sends the port 
detection packet by using a port of first information proc- 
essor 1 not used so far in communication between first 
information processor 1 and server 6, transmission of 
port detection packet at step 8301, or transmission of 
bubble packet. Thus transmitted port detection packet is 
received in bubble packet transmitting port detector 65 
in server 6. This bubble packet transmitting detector 65 
refers to the header of port detection packet, and detects 
the position of the port of first communication control unit 
3 used in transmission of port detection packet. 
[0087] (Step S304) Bubble packettransmitting port de- 
tector 65 in server 6 judges the continuity of the port po- 
sition of first communication control unit 3 used in trans- 
mission of two port detection packets and bubble packet 
transmitting port at steps 8301 , 8303. 
[0088] The process at step SI 04 in flowchart in Fig. 5 
is explained by referring to Fig. 9. Fig. 9 Is an explanatory 
diagram of process of exchange of infomiation among 
transmission side, server, and reception side. 
[0089] (Step S40 1 ) Bubble packettransmitting port de- 
tector 65 of server 6 detects the position of bubble packet 
transmitting port. 

[0090] (Step S402) Bubble packet transmitting port 
transmitter 67 of server 6 sends bubble packet transmit- 
ting port information to second information processor 2. 
The bubble packet transmitting port Infomiation is re- 
ceived In bubble packet transmitting port receiver 23 of 
second information processor 2. 
[0091] (Step S403) Server 6 sends the address infor- 
mation showing the IP address of first communication 
control unit 3 to second infonnation processor 2. This 
address information is received in communication unit 
21 , and is transferred to reply packet transmitter 24. 
[0092] (StepS404) Reply packettransmitter24 of sec- 
ond information processor 2 sends a reply packet to first 
communication control unit 3 specified by the address 
information received at step S403. This reply packet is 
sent to the bubble packet transmitting port indicated by 
the bubble packet transmitting port information received 
in bubble packet transmitting port receiver 23. 
[0093] In Fig. 9, the sequence of transmission of bub- 
ble packettransmitting port information (step S402) and 
transmission of transmission side address (step S403) 
is not specified. 



[0094] Operation of communication system of the pre- 
ferred embodiment is explained by referring to specific 
examples. In the specific examples, IP addresses of first 
communication unit 3, second communication unit 4, and 
5 server 6 (as for first and second communication control 
units 3 and 4, communication network 5 side addresses) 
are as follows. 

[0095] First communication control unit 3: 
202.132.10.6 

10 [0096] Second communication control unit 4: 

131.206.10.240 

[0097] Sen/er 6: 155.32.10.10 
[0098] It is supposed in the specific examples as fol- 
lows: that is, in example 1 , PS NAT is used in first corn- 
's munication control unit 3 and second communication 
control unit 4. In example 2, Sd NAT Is used in first com- 
munication control unit 3, and PS NAT In second com- 
munication control unit 4. In example 3, Sd NAT Is used 
in first communication control unit 3, and AS NAT in sec- 
20 ond communication control unit 4. 

Example 1 

[0099] Fig. 10 and Fig. 13 show example 1. First, in 
25 example 1 , connection is requested from first information 
processor 1 . In Fig. 1 0, first information processor 1 has 
prior knowledge about IP address of server 6 
(155.32.10.10), and sends device ID of first information 
processor 1 (1234567890123456) to server 6. This de- 
30 vice ID is, for example, MAC address, EU164 base ad- 
dress, or other GUID (global unique ID). The device ID 
is transmitted to port P3 of server 6 by way of port P2 
assigned in first communication control unit 3 from port 
PI of first infonnation processor 1 . By this transmission, 
35 server 6 acquires knowledge of the device ID of first in- 
formation processor 1 , IP address of first communication 
control unit 3 (202.132.10.6) and port number (1 0034) of 
port P2 in first communication control unit3. These items 
of information are held In server 6. 
40 [0100] Next, first infonnation processor 1 sends the 
device ID (9876543210123456) of second information 
processor 2 for requesting connection to server 6, and 
requests connection to second information processor 2. 
As a result, server 6 receives this connection request, 
45 and judges if second infonnation processor2 has already 
accessed server 6 or not. Access by second information 
processor 2 is also achieved by sending device ID of 
second infonnation processor 2 same as in the case of 
first information processor 1. Therefore, if second infor- 
50 mation processor 2 has already accessed server 6, serv- 
er 6 has already known and held the device ID 
(9876543210123456) of second information processor 
2, IP address (131.206.10.240) of second communica- 
tion control unit 4, and port number (23495) of port P5 of 
55 second communication control unit 4 used in transmis- 
sion and reception of information between second infor- 
mation processor 2 and server 6. If second information 
processor 2 has already accessed server 6, process of 
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reception reference port information (step SI 01 ) is start- 
ed. On the other hand, if second information processor 
2 has not accessed server 6, connection request from 
first information processor 1 is an error, and communi- 
cation between first information processor 1 and second 
information processor 2 is not established. 
[0101] In the process about reception of reference port 
information, server 6 requests transmission of reference 
port detection pacl<et to second information processor 2, 
by way of port P5 of second communication control unit 
4 (step S201). In consequence, the transmission request 
is received in reference port detection packet transmitter 
22 of second information processor 2. Reference port 
detection pacl<et transmitter 22 sends a reference port 
detection pacl<et by way of second communication con- 
trol unit 4 from port P8 newly assigned, different from 
port P6 used so far in communication with server 6, in 
second inf omiation processor2 (step S202). In this trans- 
mission of reference port detection packet, in second 
communication control unit 4, port P7 (port number 
23500) is newly assigned. This reference port detection 
packet is received in reference port detector 62 of server 
6. As the position of reference port P7, port number23500 
is detected (step S203). 

[0102] Reference port transmitter 63 receives port 
n umber 23500 from reference port detector 62, and com- 
poses reference port infonnation including port number 
23500 of reference port P7, and transmits the reference 
port information to first information processor 1 (step 

5204) . This is transmitted by way of port P2 of first com- 
munication control unit 3. Reference port receiver 12 of 
first infomiation processor 1 receives the reference port 
information by way of communication unit 1 1 , and trans- 
fers port number 23500 of reference port P7 included in 
the reference port infonnation to bubble packet transmit- 
ter 13. 

[0103] Server 6 transmits address information show- 
ing IP address (131 .206.10.240) of second communica- 
tion control unit 4 to first information processor 1 (step 

5205) . This address information is received in commu- 
nication unit 1 1 , and is transferred to bubble packet trans- 
mitter 13. Thus, bubble packet transmitter 13 has knowl- 
edge of IP address (131.206.10.240) of second commu- 
nication control unit 4. 

[0104] Port number differential detection packet trans- 
mitter 1 5, when communication unit 1 1 detects reception 
of IP address, transmits plural port number differential 
detection packets as shown in Fig. 7 (step 8206). In Fig. 
10, transmission of port number differential detection 
packet is not shown. Port number differential detection 
packets are received in port number differential detector 
64 in server 6, and the port number differential is detect- 
ed. In this case, it is supposed that port number differen- 
tial of 1 is detected (step S207). The detected port 
number differential is transferred to bubble packet trans- 
mitting port detector 65. 

[01 05] Port number differential detection packet trans- 
mitter 26, by instruction from port number differential de- 



tector 64 in server 6, transmits plural port number differ- 
ential detection packets (step S208). In Fig. 10, trans- 
mission of port number differential detection packet is 
notshown. Portnumberdifferential detection packets are 

5 received in port number differential detector 64 in server 
6, and the port number differential is detected. In this 
case, it is supposed that port number differential of 1 is 
detected (stepS209). Portnumberdifferential transmitter 
68 transmits the detected port number differential of 1 to 

'0 first information processor 1 (step S210). The port 
number differential of 1 is received in port number differ- 
ential receiver 1 9, and is transferred to bubble packet 
transmitter 1 3. 

[0106] Bubble packet transmitter 13, before sending 

15 bubble packet, transfers an instruction of transmission 
of port detection packet to detection packet transmitter 
1 4. As a result, detection packet transmitter 1 4 transmits 
a port detection packet to port PIS of server 6, by using 
port P9 not used so far in communication with server 6 

20 and newly assigned (a port newly assigned in first infor- 
mation processor 1) (step S301). Port PI 5 is supposed 
to be instructed from server 6. This port detection packet 
is transmitted by using newly assigned port PI 2 (port 
number 1 0040) in first communication control unit 3. Bub- 

25 ble packet transmitting port detector 65 of server 6 re- 
ceives this port detection packet, and detects port 
number 10040 of port PI 2 of first communication control 
unit 3. Bubble packet transmitting port detector 65 holds 
port number 1 0040 of port PI 2. 

30 [0107] Detection packet transmitter 1 4, aftertransmis- 
sion of port detection packet, informs bubble packet 
transmitter 1 3 of notice of transmission of port detection 
packet. Bubble packet transmitter 13, in consequence, 
transmits bubble packet to second information control 

35 unit 4 of IP address 131.206.10.240 by using port P10, 
a newly assigned port not used so far in communication 
with server 6 (step S302). In this transmission of bubble 
packet, it is supposed that bubble packets are transmitted 
from port number 23500 of reference port P7 received 

40 from reference port receiver 1 2 to port P1 7 of port number 
23550 apart by a specified multiple of port number dif- 
ferential of 1 received in port number differential receiver 
1 9, that is, 50 times (or a = 50). Bubble packets are sup- 
posed to be transmitted by using port PI 3 (port number 

^ 10041) of firstcommunication control units. Bubble pack- 
et transmitter 13, after transmission of bubble packets, 
sends the notice ofa = 50to server6. In response, server 
6 sends the same notice to second information processor 
2. The notice of a = 50 is received in reply packet trans- 

50 mitter24. 

[0108] Bubble packet transmitter 13, after transmis- 
sion of bubble packet, transfers an instruction of notice 
of transmission of port detection packet to detection 
packet transmitter 14. Detection packet transmitter 14 

55 transmits the port detection packet to port 1 6 of server 
6, by using newly assigned port P1 1 not used so far in 
communication with server 6 (step 8303). This port de- 
tection packet is transmitted by using port PI 4 (port 
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number 10042) newly assigned in first communication 
control unit 3. Thus, the bubble packet and port detection 
packet are transmitted by using different ports in first 
communication control unit 3. 

[0109] Bubble packet transmitting port detector 65 of s 
server 6 receives this port detection packet, and detects 
port number 10042 of port P14 of first communication 
unit 3. Bubble packet transmitting port detector 65 com- 
pares port number 10040 of held port PI 2 and port 
number 1 0042 of detected port P14, and the difference 'o 
Is 2, which Is 2 times of the port number differential of 1 
detected at step S207, and It is judged that port PI 2, P14 
in first communication control unit 3 used in transmission 
of two port detection packets and bubble packet trans- 
mitting port PI 3 are consecutive (step S304). As a result, is 
It Is judged that the position of the bubble packet trans- 
mitting port can be detected (step SI 03), and bubble 
packet transmitting port detector 65 detects the middle 
port number 1 0041 of port PI 2 and port PI 4 as the po- 
sition of bubble packet transmitting port (step S401 ). 20 
[01 1 0] Bubble packet transmitting port transmitter 67 
composes bubble packet transmitting portinformatlon In- 
cluding port number 1 0041 of bubble packet transmitting 
port number PI 3 detected by bubble packet transmitting 
port detector 65, and transmits this bubble packet trans- 25 
mitting port information to second information processor 
2 by way of port P5 of second communication control unit 
4 (step S402). The bubble packet transmitting port infor- 
mation is received in bubble packet transmitting port re- 
celver23 of second Information processor2. Port number so 
1 0041 of bubble packet transmitting port PI 3 included in 
the bubble packet transmitting port information is trans- 
ferred to reply packet transmitter 24. 
[0111] Server 6 transmits address information show- 
ing I P address (202. 1 32. 1 0.6) of firstcommunication con- 35 
trol unit 3 to second information processor 2 (step S403). 
This address Infonnation is received in communication 
unit 21 , and is transferred to reply packet transmitter 24. 
Thus, reply packet transmitter 24 acknowledges IP ad- 
dress 202. 132.1 0.6 of first communication control unit 3. 
[01 1 2] Reply packet transmitter 24 transmits 50 reply 
packets to bubble packet transmitting port PI 3 of port 
number 1 0041 In first communication control unit 3 of IP 
address 202.132.10.6 (step S404). This number 50 cor- 
responds to the value of a received in reply packet trans- ^ 
mltter24from server 6. Reply packettransmitter24 trans- 
mits 50 reply packets by using 50 ports P20 to P21 newly 
assigned In second Information processor 2 (not used so 
far In communication with server 6). Therefore, the reply 
packets are, also in second communication control unit so 
4, transmitted by newly assigned 50 ports P18 to P19 
(see Fig. 12). In second communication control unit 4, 
the latest port assigned at the moment of transmission 
of reference port detection packet is port P7, and the 
bubble packet is transmitted to port PI 7 which Is 50 port ss 
numbers away from this port P7, therefore unless port 
P1 7 has been already used in other device than second 
information processor 2 at the time of transmission of 



reply packet, any one of 50 reply packets is transmitted 
to first communication control unit 3 by using bubble 
packet transmitting target port P17. In first communica- 
tion control unit 3, PS NAT is used, and transmission 
record of transmission of bubble packets to bubble pack- 
et transmitting target port 17 is left in firstcommunication 
control unit 3, only the reply packet transmitted by using 
bubble packettransmltting target port 1 7can be received. 
The reply packet is received in replay packet receiver 1 7 
by way of port P1 0 of first information processor 1 . 
[0113] In this specific example 1 , by recelvlngthls reply 
packet, communication between first information proc- 
essor 1 and second information processor 2 is estab- 
lished, but herein, successively, transmission of re-reply 
packet is explained. 

[0114] Reply packet transmitter 24 of second Informa- 
tion processor 2, after transmission of 50 reply packets, 
sends the notice of completion of transmission of reply 
packets to server 6 by way of port P5 of second commu- 
nication control unit 4. Server 6 receives the notice of 
completion of transmission of reply packets, and sends 
this notice to first information processor 1 by way of port 
P2 of first communication control unit 3. Receiving this 
notice, reply packet receiver 1 7 of first information proc- 
essor 1 acquires port number 23550 of port PI 7 of sec- 
ond communication control unit 4 receiving the replay 
packets included in the header of replay packet 1 7 since 
the reply packet has been already received, and transfers 
an instruction of transmission of this port number and re- 
reply packetto re-reply packettransmltter 1 8 (step SI 05). 
If reply packet receiver 1 7 has not received reply packet, 
reply packet receiver 1 7 sends the notice of reception of 
no reply packet to server 6. As a result, server 6 sends 
again a transmission request of reference port detection 
packetto second information processor 2, and the proc- 
ess for establishing the connection between first infor- 
mation processor 1 and second information processor 2 
is repeated (steps SI 01 to SI 04). 
[01 15] Re-reply packet transmitter 1 8 sends a re-reply 
packet to port PI 7 of port number 23550 received from 
reply packet receiver 1 7 (step SI 06). This re-reply packet 
is transmitted to second information processor 2 by using 
port PI 3 of first communication control unit 3 and port 
PI 7 of second communication control unit 4, and Is re- 
ceived in re-reply packet receiver 25 in second infonna- 
tion processor 2. 

[0116] Re-reply packettransmltter 18, after transmis- 
sion of re-reply packet, sends the notice of completion 
of transmission of re-reply packet to server 6 by way of 
port P2 of first communication control unit 3. Server 6 
receives the notice of completion of transmission of re- 
reply packet, sends this notice furtherto second Informa- 
tion processor 2 by way of port P5 of second communi- 
cation control unit 4. Re-reply packet receiver 25 of sec- 
ond information processor 2 receives this notice. In this 
case, since the re-reply packet has been already re- 
ceived in re-reply packet receiver 25, the process of es- 
tablishing communication between first information proc- 
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essor 1 and second information processor 2 is terminated 
(step S107). If re-reply packet receiver 25 fias not re- 
ceived re-reply paclcet, re-reply packet receiver25 sends 
the notice of reception of no re-reply packet to server 6. 
As a result, server 6 sends again a transmission request 5 
of reference port detection packet to second information 
processor 2, and tiie process for establishing the con- 
nection between first infomiation processor 1 and second 
information processor 2 is repeated (steps SI 01 to 
S106). 10 
[0117] Then, between first information processor 1 and 
second information processor 2, peer-to-peer communi- 
cation by UDP without resort to server 6 is done by way 
of port PI 3 of first communication control unit 3 and port 
PI 7 of second communication control unit 4. 15 
[01 1 8] In this example 1 , the port detection packet and 
bubble packet are transmitted by using consecutive ports 
in first communication control unit 3, but in the case of, 
for example, port number 10040 of port PI 2 and port 
number 10043 of port PI 4, if the port detection packet 20 
and bubble packet are not transmitted by using consec- 
utive ports in first communication control unit 3, trans- 
mission of bubble packet and port detection packet is 
repeated until the port of first communication control unit 
3 used in transmission of port detection packet and the 25 
bubble packet transmitting port are consecutive ports 
(steps SI 02, SI 03). Herein, several reasons may be con- 
sidered why the port of first communication control unit 
3 used in transmission of port detection packet, and the 
bubble transmitting port are not consecutive ports in first so 
communication control unit 3, for example, other device 
(not shown) than first information processor 1 is connect- 
ed to the local side of first communication control unit 3, 
and the ports of first communication control unit 3 are 
assigned to this device from transmission of port detec- 35 
tion packet to transmission of bubble packet, or from 
transmission of bubble packet to transmission of port de- 
tection packet. 

[0119] Also in example 1, transmission of device ID 
from first information processor 1 , transmission of device 40 
ID from second infonnation processor 2, transmission of 
address infonnation from server 6, and other transmis- 
sion and reception of information among devices are sup- 
posed to be controlled by a control section not shown in 
first information processor 1 or the like. This concept is ^ 
the same in the following examples. 
[0120] In Fig. 11, transmission destination ports P15, 
PI 6 of port detection packet may be same port, or same 
as port P3. 

[0121] In Fig. 1 1 , if PS NAT is used in first communi- so 

cation control unit 3, port P9, port P1 0, and port P1 1 may 
be the same port. In this case, however, port P9 (= port 
PI 0, P1 1 ) is a port newly assigned at the time of trans- 
mission of first port detection packet. Port PI 5 and port 
PI 6 are different. 55 
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Example 2 

[0122] In example 2, Sd NAT is used in first commu- 
nication control unit 3, and PS NAT is used in second 

communication control unit 4. 

[0123] In thiscase, too, it is same as in example 1 until 
reply packet is transmitted from second information proc- 
essor 2 to first communication control unit 3, and its ex- 
planation is omitted. In example 2, using same port num- 
bers as in example 1 , bubble packets and others are 
transmitted. In the case of example 2, since Sd NAT is 
used in first communication control unit 3, that is, the 
reception filter rule is no filter NAT, all of 50 reply packets 
sent from second information processor 2 are received 
in reply packet receiver 17 by way of port P10 of first 
information processor 1 . 

[0124] Reply packet receiver 17 acquires the port 
number of second communication control unit 4 used in 
transmission of reply packet from each reply packet, and 
transfers this port number to re-reply packet transmitter 
18. Re-reply packet transmitter 18 receives this port 
number, and sends a re-reply packet to each port number 
received in second communication control unit 4 (see 
Fig. 14). In Sd NAT used in first communication control 
unit 3, since the transmitting port assigning rule Is port 
sensitive, it is possible to transmit to second communi- 
cation control unit 4 by using bubble transmitting port P1 3 
in first communication control unit 3 only when the packet 
is transmitted to bubble packet transmitting target port 
PI 7 of second communication control unit 4. Therefore, 
as shown in Fig. 14, the re-reply packet transmitted to 
other than bubble packet transmitting target port PI 7 is 
transmitted by using ports P22 to P23 newly assigned in 
first communication control unit 3. Second communica- 
tion control unit 4, using PS NAT, cannot receive re-reply 
packet from otherthan ports of first communication con- 
trol units used in transmission of reply packet. Therefore, 
re-reply packet receiver 25 of second information proc- 
essor 2 can receive only the re-reply packet transmitted 
to bubble packet transmitting target port PI 7. Thus, com- 
munication is established between first information proc- 
essor 1 and second information processor 2. 
[0125] Significance of sending re-reply packet from 
first information processor 1 to second communication 
control unit 4 is explained. If first information processor 

1 receives reply packet, communication between first in- 
formation processor 1 and second information processor 

2 may be always established securely through the port 
allowing to pass this reply packet. That Is, as in example 
2, communication can be established only in the route of 
the replay packet sentth rough bubble packettransmitting 
target port PI 7 out of the received reply packets. Or the 
following situation may be considered. In example 2, 
even if the reply packet is transmitted without using bub- 
ble packet transmitting target port PI 7 (for example, 
when bubble packet transmitting target port PI 7 has 
been used by other device until transmission of reply 
packet), first information processor 1 can receive all reply 
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packets. However, if first information processor 1 trans- 
mits re-reply pacl<et corresponding to tiiis reply pacl<et, 
this re-reply packet is not received in second information 
processor 2, and communication is not established. 
Thus, by transmission of re-reply packet, it is possible to 
confirm the position of the port used in peer-to-peer com- 
munication capable of establishing communication first 
information processor 1 and second infomiation proces- 
sor 2, and it can be confirmed whether communication 
can be established or not between first infonnation proc- 
essor 1 and second information processor 2. 

Example 3 

[0126] In example 3, Sd NAT is used in first commu- 
nication control unit 3, and AS NAT is used in second 
communication control unit 4. Example 3 refers to a spe- 
cial case of establishing communication between first in- 
formation processor 1 and second information processor 
2 without using bubble packet transmitting target port. 
[0127] Fig. 1 5 is a diagram explaining transmission of 
reply packet from second infonnation processor 2. In 
transmission of this reply packet, since bubble packet 
transmitting target port PI 7 has been already used by 
other device, reply packet is supposed to be transmitted 
by way of ports P24 to P25 in second communication 
control unit 4 not including bubble packet transmitting 
target port PI 7. Since no filter NAT is used in first com- 
munication control unit 3, first information processor 1 
receives all these reply packets. 
[0128] Fig. 1 6 is an explanatory diagram of transmis- 
sion of re-reply packet. As shown in Fig. 16, re-reply pack- 
et transmitter 1 8 is supposed to send re-reply packet to 
ports P24 to P25 of second communication control unit 
4. In this case, since Sd NAT is used in first communica- 
tion control unit 3, the re-reply packet is sent to ports P24 
to P25 of second communication control unit 4 by using 
newly assigned ports P26 to P27. Since AS NAT, that is, 
NAT of address sensitive filter is used in second com- 
munication control unit 4, these re-reply packets are re- 
ceived in second communication control unit 4, and trans- 
ferred to ports P20 to P21 of second information proces- 
sor 2. Later, second information processor 2 selects any 
one (for example, the first an-ival one) out of re-reply pack- 
ets, and can communicate with first infonnation proces- 
sor 1 by way of the route of transmission of this re-reply 
packet (for example, port P26 of first communication con- 
trol unit 3 and port P24 of second communication control 
unit 4). 

[0129] The situation in example 3 corresponds to a 

case in which no filter or AS filter is used in first commu- 
nication control unit 3, and no filter or AS filter is used in 
second communication control unit 4. In this case, there- 
fore, if the position of bubble packet transmitting port P13 
can be known accurately, connection of first information 
processor 1 and second information processor 2 can be 
realized securely. 

[0130] When the NAT used in first communication con- 



trol unit 3 is no filter, ail reply packets can be received in 
first infonnation processor 1 . When the NAT used in first 
communication control unit 3 is AS filter, since the bubble 
packet is transmitted to second communication control 
5 unit 4, all reply packets can be received in first information 
processor 1. When the NAT assigning rule used in first 
communication control unit 3 is cone or address sensi- 
tive, first information processor 1 can transmit the re-reply 
packet to the received reply packet by using bubble pack- 
'0 et transmitting port PI 3. Therefore, when the NAT filter 
used in first communication control unit 3 is no filter or 
AS filter, and the port assigning rule is cone or address 
sensitive, regardless of the type of second communica- 
tion control unit 4, only if the position of bubble packet 
'5 transmitting port PI 3 can be known accurately, connec- 
tion of first information processor 1 and second informa- 
tion processor 2 can be realized securely. 
[0131] Hence, as shown in Fig. 17, according to the 
communication system of the preferred embodiment, 
20 communication can be established regardless of the type 
of NAT used in first communication control unit 3 and 
second communication control unit 4. As a result, without 
having to judge the type of NAT used in first communi- 
cation control unit 3 and second communication control 
25 unit 4, communication between first information proces- 
sor 1 and second information processor 2 can be estab- 
lished. In particular, if the combination of NATs is partic- 
ular, ifthe reply packet is transmitted without using bubble 
packet transmitting target port, as far as the position of 
30 the bubble packet transmitting port can be detected cor- 
rectly, communication can be established between first 
infonnation processor 1 and second information proces- 
sor2 can be (in the case of ® mark in Fig. 1 7). Otherwise 
(O mark in Fig. 17), if the position of bubble packet trans- 
35 mitting port can be detected correctly, communication 
cannot be established unless the reply packet is trans- 
mitted by using bubble packettransmitting target port. In 
such a case, the process for establishing communication 
is repeated until the reply packet can be transmitted by 
40 using the bubble packet transmitting target port. As 
shown in Fig. 17, first communication control unit 3 and 
second communication control unit 4 may use open NAT 
(not using NAT). 



[0132] A communication system in preferred embodi- 
ment 2 of the invention is described while referring to the 
accompanying drawings. The communication system of 

50 the preferred embodiment is intended to lessen the 
processing load of the sen/er, by detecting the bubble 
packettransmitting port or detecting the port number dif- 
ferential by the information processor, not by the server. 
[0133] The configuration ofthe communication system 

55 of the preferred embodiment is same as shown in Fig. 1 , 
except that first information processor 1 0, second infor- 
mation processor 20, and server 60 are provided respec- 
tively instead of first information processor 1 , second in- 
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formation processor 2, and server 6, and its explanation 

is omitted. 

[0134] Fig. 18 is a blocl< diagram of configuration of 
first information processor 10 in the preferred embodi- 
ment. In Fig. 18, first information processor 10 comprises 
communication unit 1 1 , reference port receiver 12, bub- 
ble pacl^et transmitter 13, detection packet transmitter 

14, port number differential detection pacl<et transmitter 

1 5, reply packet receiver 1 7, re-repiy packet transmitter 
18, port number differential receiver 19, detection port 
information receiver 71, bubble packet transmitting port 
detector 72, bubble packet transmitting port transmitter 
73, port number differential information receiver 74, and 
port number differential detector 75. The structure and 
operation of otiier parts than detection port information 
receiver 71 , bubble packet transmitting port detector 72, 
bubble packet transmitting port transmitter 73, port 
number differential information receiver 74, and port 
number differential detector 75 are same as in preferred 
embodiment 1 , except that port number differential de- 
tector 19 receives the port differential infomnation trans- 
mitted from second information processor 20 by way of 
server 60, and the explanation is omitted. 

[0135] Detection port information receiver 71 receives 
detection port information sent from server 60 by way of 
communication unit 1 1 . The detection port information is 
the information showing the position of the port of first 
communication control unit 3 allowing to pass the port 
detection packet sent from detection packet transmitter 
14. 

[0136] Bubble packet transmitting port detector 72 de- 
tects the position of bubble packet transmitting port on 

the basis of detection port information received in detec- 
tion port information receiver 71 . Bubble packet trans- 
mitting port detector 72 detects the position of bubble 
packet transmitting port by using the port number differ- 
ential in first communication control unit 3 detected by 
port number differential detector 75. The position of bub- 
ble packet transmitting port is detected same as in bubble 
packet transmitting port detector 65 in preferred embod- 
iment 1 , and its explanation is omitted. If failing to detect 
the position of bubble packet transmitting port, bubble 
packet transmitting port detector 72 transfers a re-send 
instruction of port detection packet to detection packet 
transmitter 1 4, and a re-send instruction of bubble packet 
is transferred to bubble packettransmitter 1 3. As a result, 
detection packettransmitter 14 sends again the port de- 
tection packet according to the instruction. Bubble packet 
transmitter 13 sends the bubble packet again according 
to the instnjction. This re-transmission is repeated until 
bubble packet transmitting port detector 72 detects the 
position of bubble packet transmitting port, or by a spec- 
ified limit, such as by a specified number of times (for 
example, 10 times) orfor a specified duration (for exam- 
ple, 30 seconds). 

[0137] Bubble packet transmitting port transmitter 73 
transmits the bubble packet transmitting port information 
showing the position of bubble packet transmitting port 



detected by bubble packet transmitting port detector 72 
to second information processor 20 by way of server 60. 
[0138] Port number differential information receiver 74 
receives port differential information. The port differential 

5 infomnation is the information showing the position of port 
in first communication control units allowing to pass the 
port number differential detection packet transmitted by 
port number differential detection packet transmitter 1 5. 
The port differential infonnation is transmitted from server 

10 60. 

[01 39] Port number differential detector 75 detects the 
port number differential in first communication control unit 
3 on the basis of port differential infonnation received in 
port number differential information receiver 74. Detec- 
'5 tion of port number differential is same as in port number 
differential detector 64 in preferred embodiment 1, and 
its explanation is omitted. 

[0140] Fig. 19 is a block diagram of configuration of 
second infonnation processor 20 in this preferred em- 
20 bodiment. In Fig. 19, second information processor 20 
comprises communication unit 21 , reference port detec- 
tion packet transmitter 22, bubble packet transmitting 
port receiver 23, reply packet transmitter 24, re-reply 
packet receiver 25, port number differential detection 
25 packet transmitter 26, port number differential informa- 
tion receiver 81, port number differential detector 82, and 
port number differential transmitter 83. The structure and 
operation of other parts than port number differential in- 
formation receiver 81, port number differential detector 
30 82, and port number differential transmitter 83 are same 
as in preferred embodiment 1, and the explanation is 
omitted. 

[0141] Port number differential information receiverSI 
receives port differential information. The port differential 
35 information is the information showing the position of port 
in second communication control unit 4 allowing to pass 
the port number differential detection packet transmitted 
by port number differential detection packet transmitter 
26. The port differential information is transmitted from 
40 server 60. 

[01 42] Port number differential detector 82 detects the 
port number differential in second communication control 
unit 4 on the basis of port differential information received 
in port number differential information receiver 81. De- 
45 taction of port number differential is same as in port 
number differential detector 64 in preferred embodiment 
1, and its explanation is omitted. 
[0143] Port number differential transmitter 83 trans- 
mits the port number differential information as the infor- 
50 mation showing the port number differential in second 
communication control unit 4 detected by port number 
differential detector 82 to first information processor 1 0 
by way of server 60. 

[0144] Fig. 20 is a block diagram of configuration of 
55 server 60 in the preferred embodiment. In Fig. 20, server 
60 comprises communication unit 61 , reference port de- 
tector 62, reference port transmitter 63, detector for de- 
tecting port number 91, port number information trans- 



25 



30 



35 



40 



45 



50 



15 



1/11/2010, EAST Version: 2.4.1.1 



29 



EP 1 677 465 A1 



30 



mitterfor detecting port number 92, port number differ- 
ential information detector 93, and port number differen- 
tial information transmitter 94. The structure and opera- 
tion of other parts than detectorfor detecting port number 
91 , port number information transmitter for detecting port s 
number 92, port number differential information detector 
93, and port number differential information transmitter 
94 are same as In preferred embodiment 1 , and the ex- 
planation Is omitted. 

[0145] Detectorfor detecting port number 91 receives 'o 
the port detection packet transmitted from first informa- 
tion processor 10, and detects the position of the port of 
first communication control unit 3 allowing to pass the 
port detection packet on the basis of the port detection 
packet. The port position is detected by acquiring the is 
position of the port of first communication control unit 3 
allowing to pass the port detection packet included In the 
port detection packet (for example, Included in the header 
of port detection packet). 

[0146] Port number information transmitter for detect- 20 
ing port number 92 transmits the detection port infomna- 
tlon showing the position of the port detected by detector 
fordetectlngportnumber91 to first Information processor 
10. 

[0147] Port number differential information detector 93 25 
receives the port number differential detection packet 
sent from first Information processor 10 by way of first 
communication control unit 3, and detects the position of 
port of first communication control units allowing to pass 
the port number differential detection packet on the basis so 
of the port number differential detection port. Port number 
differential Information detector 93 further receives the 
port number differential detection packet sent from sec- 
ond information processor 20 by way of second commu- 
nication control unit 4, and detects the position of port of 35 
second communication control unit 4 allowing to pass 
the port number differential detection packet on the basis 
of the port number differential detection port. 
[01 48] Port number differential Information transmitter 
94 transmits port differential Information showing the po- 
sitlon of the port of first communication control unit 3 al- 
lowing to transmit the port number differential detection 
packet transmitted by port number differential informa- 
tion detector 93 to first Information processor 10. Port 
number differential information transmitter 94 further ^ 
transmits port differential information showing the posi- 
tion of the port of second communication control unit 4 
allowing to transmit the port number differential detection 
packet transmitted by port number differential informa- 
tion detector 93 to second information processor 20. so 
[0149] It may also comprise a first detector for detect- 
ing port number for detecting the position of the port In 
first communication control unit 3 allowing to pass the 
port number differential detection packet, and a second 
detector for detecting port number for detecting the po- ss 
sition of the port in second communication control unit 4 
allowing to pass the port number differential detection 
packet. Similarly It may also comprises a first port number 



Information transmitter for port differential detection for 
transmitting the port differential information showing the 
position of the port In first communication control unit 3 
allowing to pass the port number differential detection 
packet to first information processor 10, and a second 
port number information transmitter for port differential 
detection for transmitting the port differential Infonnation 
showing the position of the port in second communication 
control unit 4 allowing to pass the port number differential 
detection packet to second information processor 20. 
They are realized by one component each, that is, port 
number differential information detector 93 and port 
number differential Information transmitter 94. That is, of 
port number differential information detector 93, the por- 
tion for detecting the position of the port in first commu- 
nication control unit 3 allowing to pass the port number 
differential detection packet Is the firs detectorfor detect- 
ing port number, and the portlonfordetecting port number 
for detecting the position of the port In second commu- 
nication control unit 4 allowing to pass the port number 
differential detection packet Is the second detector for 
detecting port number. Similarly, of port number differ- 
ential Information transmitter 94, the portion for transmit- 
ting the port differential Information showing the position 
of the port in first communication control unit 3 allowing 
to pass the port number differential detection packet to 
first Information processor 1 0 Is the first port number In- 
formation transmitter for port differential detection, and 
the portion fortransmitting the port differential information 
showing the position of the port in second communication 
control unit 4 allowing to pass the port number differential 
detection packet to second Information processor 20 Is 
the second port number Information transmitter for port 
differential detection. 

[0150] The operation of communication system of the 
preferred embodiment Is explained. The operation of the 
communication system In the preferred embodiment Is 
same as the operation in preferred embodiment 1 shown 
In Fig. 5 up to the process of start of communication, 
except that the bubble packet transmitting port Is detect- 
ed and the re-send of bubble packet Is Instructed In first 
Information processor 1 0, and the explanation Is omitted. 
[0151] In the flowchart in Fig. 5, the process at step 
SI 01 Is explained by referring to Fig. 21. Fig. 21 is a 
diagram for explaining the exchange and processing of 
Information among the transmission side, servers, and 
reception side. Process at steps 3201 to 8206 is same 
as explained in Fig. 6 in preferred embodiment 1, and 
the explanation Is omitted. 

[0152] (Step S501) Port number differential Informa- 
tion detector 93 of server 60 receives a port number dif- 
ferential detection packet transmitted from first informa- 
tion processor 10. Port number differential information 
detector 93 detects the position of the port of first com- 
munication control unit 3 allowing to pass this port 
number differential detection packet included in the head- 
er of the port number differential detection packet. 
[0153] (Step S502) Port number differential Informa- 
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tion transmitter 94 transmits tlie port differential Informa- 
tion which Is the Information showing the position of the 
port of first communication control unit 3 allowing to pass 
the port number differential detection packet detected by 
port number differential Information detector 93, to first 
Information processor 10. This port differential Infomna- 
tion Is received in port number differential information 
receiver 74 in first information processor 1 0. 
[0154] (Step S503) Port number differential detector 
75 detects the port number differential of first communi- 
cation control unit 3 on the basis of port differential Infor- 
mation received in port number differential information 
receiver 74. This detection of port number differential is 
same as in preferred embodiment 1 , and its explanation 
Is omitted. 

[0155] (Step S504) Port number differential Infomna- 
tion detector 93 of server 60 receives a port number dif- 
ferential detection packet transmitted from second infor- 
mation processor20. Portnumberdifferential information 
detector 93 detects the position of the port of second 
communication control unit 4 allowing to pass this port 
number differential detection packet Included in the head- 
er of the port number differential detection packet. 
[0156] (Step S505) Port number differential Infonna- 
tlon transmitter 94 transmits the port differential informa- 
tion which is the information showing the position of the 
port of second communication control unit 4 allowing to 
pass the port number differential detection packet detect- 
ed by port number differential information detector 93, to 
second Information processor 20. This port differential 
Information is received in port number differential infor- 
mation receiver 81 in second information processor 20. 
[0157] (Step 8506) Port number differential detector 
82 detects the port number differential of second com- 
munication control unit 4 on the basis of port differential 
information received in port number differential Informa- 
tion receiverSI . This detection of port number differential 
Is same as in preferred embodiment 1 , and its explanation 
Is omitted. 

[0158] (Step S507) Port number differential Informa- 
tion transmitter 83 transmits the port number differential 
information as the information showing the port number 
differential of second communication control unit 4 to 
server 60, together with an instruction for transmitting 
this port number differential infonnation to first infonna- 
tlon processor 10. 

[0159] (Step S508) Communication unit 61 of server 
60 receives the port number differential Information, and 
transmits this port number differential infonnation to first 
information processor 10. This port number differential 
Information Is received In port number differential receiv- 
er 1 9 In first Information processor 1 0. 
[0160] In the flowchart in Fig. 5, the process at step 
SI 02 is explained by referring to Fig. 22. Fig. 22 is a 
diagram for explaining the exchange and processing of 
Information among the transmission side, servers, and 
reception side. Process at steps S301 to S303 is same 
as explained in Fig. 8 in preferred embodiment 1 , except 



that the port detection packet is received In detector for 
detecting port number 91 in server 60, and the explana- 
tion is omitted. 

[01 61 ] (Step S601 ) Detector for detecting port number 

5 91 of server 60 receives a port detection packet trans- 
mitted from first information processor 10. Detector for 
detecting port number 91 detects the position of port of 
first communication control unit 3 allowing to pass the 
port detection packet Included in the header of the port 
10 detection packet. 

[0162] (Step S602) Port number information transmit- 
ter for detecting port number 92 transmits the detection 
port information showing the position of port of first com- 
munication control units allowing to pas the port detec- 
ts tion packet, detected by detector for detecting port 
number 91 , to first Information processor 1 0. The detec- 
tion port Infonnation is received In detection port infor- 
mation receiver 71 In first infonnation processor 10. 
[0163] (Step S603) Detector for detecting port number 
20 91 of server 60 receives a port detection packet trans- 
mitted from first Information processor 1 0. Detector for 
detecting port number 91 detects the position of port of 
first communication control unit 3 allowing to pass the 
port detection packet Included In the header of the port 
25 detection packet. 

[0164] (Step S604) Port number information transmit- 
ter for detecting port number 92 transmits the detection 
port infonnation showing the position of port of first com- 
munication control unit 3 allowing to pas the port detec- 
30 tion packet, detected by detector for detecting port 
number 91 , to first information processor 1 0. The detec- 
tion port Infonnation is received in detection port infor- 
mation receiver 71 in first information processor 10. 
[01 65] (Step 8605) Bubble packettransmltting port de- 
35 lector 72 of first information processor 10 judges If the 
positions of ports of first communication control unit 3 
used in transmission of two port detection packets at 
steps S301 , S033, and the bubble packet transmitting 
port are consecutive or not. The specific judging method 
40 is same as in preferred embodiment 1 , and its explanation 
is omitted. 

[0166] In the flowchart In Fig. 22, first infomiatlon proc- 
essor 1 0 transmits the bubble packet after receiving the 
detection port information transmitted at step S602, but 
^ the sequence of reception of detection port infonnation 
and transmission of bubble packet is not specified. For 
example, after transmission of second port detection 
packet (step 8303), transmission of first detection port 
infonnation (step S602) and transmission of second de- 
50 tection port information (step S604) may be executed. 
Or the detection port Information showing the port posi- 
tions detected at steps 8601 , S603 may be transmitted 
In batch. 

[0167] In the flowchart in Fig. 5, the process at step 
55 8104 is explained by referring to Fig. 23. Fig. 23 Is a 

diagram for explaining the exchange and processing of 
Information among the transmission side, servers, and 
reception side. Process at steps S403 and S404 is same 
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as explained in Fig. 9 in preferred embodiment 1, and 
tine explanation is omitted. 

[01 68] (Step S701 ) Bubble packettransmitting port de- 
tector 72 of first information processor 1 0 detects the 

position of bubble packettransmitting port. Specific judg- 
ing method is same as in preferred embodiment 1, and 
the explanation is omitted. 

[0169] (Step S702) Bubble packet transmitting port 
transmitter 73 of first information processor 1 0 transmits 
the bubble packet transmitting port information to server 
60, together with an instruction of transmitting the bubble 
packet transmitting port information to second informa- 
tion processor 20. 

[0170] (Step S703) Communication unit 61 of server 
60 receives the bubble packet transmitting port informa- 
tion, and transmits the bubble packet transmitting port 
Information to second information processor 20. This 
bubble packet transmitting port information is received 
in bubble packettransmitting port receiver 23 in second 
information processor 20. 

[0171] In specific examples of operation of communi- 
cation system of the preferred embodiment, the port 
number differential in first communication control unit 3 
and second communication control unit 4 is detected re- 
spectively in first information processor 10 and second 
information processor20, the position of the bubble pack- 
et transmitting port is detected by first infonnation proc- 
essor 10, and accompanying processes are done (for 
example, transmission of bubble packettransmitting port 
information from first information processor 1 0 to second 
information processor 20), and other operations are 
same as in preferred embodiment 1 , and the explanation 
is omitted. 

[0172] Hence, in the communication system in the pre- 
ferred embodiment, in addition to the same effects as in 
preferred embodiment 1 , detection of port number differ- 
ential in first communication control units orsecond com- 
munication control unit 4, or detection of position of bub- 
ble packet transmitting port is done in first information 
processor 1 0 or second information processor 20, so that 
the processing load in server 60 can be saved. In partic- 
ular, since the processing load is heavy in waiting process 
(such as process of waiting for transmission of second 
port detection packet after transmission of first port de- 
tection packet), such waiting process is not done in the 
server, so that the processing load of server 60 may be 
substantially lessened. 

[0173] In this preferred embodiment, detection of port 
number differential of first communication control unit 3 
is done in first information processor 1 0, but first infor- 
mation processor 1 0 may detect the bubble packet trans- 
mitting port and transmit the bubble packet transmitting 
port, while detection of port within first communication 
control unit 3 may be done in the server same as in pre- 
ferred embodiment 1 . Similarly, either detection of port 
number differential of second communication control unit 
4, or detection of bubble packettransmitting port may be 
done in the server same as in preferred embodiment 1 . 



[0174] In the preferred embodiment, the port number 
differential in second communication control unit 4 is de- 
tected in second infonnation processor 20, but the port 
number differential in second communication control unit 

5 4 may be detected in first information processor 10. In 
this case, it is not required to transmit the information of 
port number differential from second infonnation proces- 
sor 20 to first information processor 1 0 by way of server 
60. In this case, the port differential infonnation showing 

'0 the position of the port in second communication control 
unit 4 allowing to pass the port number differential de- 
tection packet sent from second information processor 
20 is transmitted to first information processor 1 0 from 
server 60. 

15 [0175] In the preferred embodiment, the bubble packet 
transmitting port is detected in first information processor 
1 0, but the bubble packet transmitting port may be de- 
tected in second infonnation processor 20. In this case, 
it is not requiredto transmit the bubble packettransmitting 

20 port information from first information processor 10 to 
second information processor 20 by way of server 60. In 
this case, the detection port information showing the po- 
sition of the port in first communication control unit 3 al- 
lowing to pass detection packet sent from first information 

25 processor 1 0 is transmitted to second information proc- 
essor20f rom server 60. Also in this case, the port number 
differential in first communication control unit 3 may be 
detected in second information processor 20. 
[0176] Inthe preferred embodiment, the reference port 

30 information is transmitted from server 60 to first informa- 
tion processor 1 0, butthe reference port information may 
be also transmitted to second information processor 20 
which has transmitted the reference port detection pack- 
et. In this case, the reference port information is trans- 

35 mitted again from second information processor 20 to 
first information processor 1 0 by way of server 60. 
[0177] In the preferred embodiment, the port number 
differential detection packet, reference port detection 
packet, and port detection packet include information (for 

40 example, device ID or IP address) for specifying the in- 
fonnation processor for transmitting the infonnation 
showing the position of the port in the communication 
control unit allowing to pass these packets, and server 
60 may transmit the infonnation showing the position of 

^ the detected port on the basis of such infonnation. For 
example, the port number differential detection packet 
sent from port number differential detection packet trans- 
mitter 1 5 includes the device ID of first information proc- 
essor 1 0, and port number differential information trans- 

50 mitter 94 may transmit the port differential information to 
first infonnation processor 1 0 corresponding to this de- 
vice ID. 

(Preferred embodiment 3) 

55 

[0178] A communication system in preferred embodi- 
ments of the invention is described while referring to the 
accompanying drawings. The communication system in 
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the preferred embodiment is characterized by that one 
information processor communicates directly without re- 
sort to communication control unit. 
[0179] Fig. 24 is a blocl< diagram of configuration of 
communication system in the preferred embodiment. In s 
Fig. 24, the communication system in the preferred em- 
bodiment comprises first information processor 1, sec- 
ond information processor 2, first communication control 
unit 3, and server 6. The communication system in the 
preferred embodiment shown in Fig. 24 is same as the 'o 
communication system in preferred embodiment 1, ex- 
cept that second communication control unit is not pro- 
vided. The structure and operation of first information 
processor 1 , second infomiation processor 2, and server 
6 are same as in preferred embodiment 1, and the de- '5 
tailed description is omitted. 

[0180] Herein, since second information processor 2 
is intended to communicate without resort to communi- 
cation control unit, second information processor 2 is as- 
sumed to be communication as if by way of communica- 20 
tion control unit of full cone NAT. Therefore, the operation 
in this preferred embodiment is same as operation in the 
case of second communication control unit 4 operating 
on full cone NAT in preferred embodiment 1 , and com- 
munication between first information processor 1 and 25 
second infomnation processor 2 can be established. (In 
Fig. 1 7, the case of NAT of one side being open NAT 
corresponds to this preferred embodiment) 
[0181] Thus, in the communication system of the pre- 
ferred embodiment, if second information processor 2 so 
communicates without resort to communication control 
unit, communication between first infomnation processor 
1 and second information processor 2 can be estab- 
lished. 

[0182] This preferred embodiment is similar to the 35 
communication system in preferred embodiment 1 ex- 
cept that second communication control unit is not pro- 
vided, but it is similarly realized in the communication 
system in preferred embodiment 2 excluding second 
communication control unit. Thus, if the second inf onna- 40 
tion processor communicates without resort to commu- 
nication control unit, communication between first infor- 
mation processor 1 and second Information processor 2 
can be established. 

[0183] Or, in the preferred embodiment, second infor- ^ 

mation processor2 communicates without resort to com- 
munication control unit, but if second information proc- 
essor 2 communicates by way of communication control 
unit, and first information processor 1 communicates 
without resort to communication control unit, similarly, so 
communication between first information processor 1 
and second information processor 2 can be established. 
[0184] In the explanation of the foregoing preferred 
embodiments, the servers 6, 60 have the function of in- 
forming the information process of the IP address of the ss 
communication control unit of the partner side, but this 
function may be realized by other server than server 6, 
etc. That is, the server for informing one information proc- 



ess of the address of other communication control unit 
may be different from the server for processing detection 
of bubble packet transmitting port and others. Therefore, 
in the communication system shown in Fig. 25, first in- 
fomnation processor 1 and second information processor 
2 may acquire the addresses of first communication con- 
trol unit 3 and second communication control unit 4 from 
address server 6b, and server 6a may be used in process 
of establishing communication between information 
processors. 

[0185] SIP {session initiation protocol) may be used in 
the process of informing one information processor of 
address of other communication control unit (or informa- 
tion processor if communication control unit is not pro- 
vided), orthe process of calling the partner side (receiving 
side) information processor from the sending/calling side 
infomnation processor. 

[0186] In the foregoing preferred embodiments, the 
reference port is the latest assigned port at the time of 

transmission of reference port detection packet, but the 
reference port may not be always the latest assigned 
port. For example, when the devices connected to sec- 
ond communication control unit 4 are second information 
processors 2, 20 only, and the number of ports used in 
second communication control unit 4 can be approxi- 
mately known, the port of second communication control 
unit 4 used in communication with servers 6, 60 may be 
used as reference port. In this case, the reference port 
detection pacl<et is the packet communicating with serv- 
ers 6, 60. 

[0187] In the foregoing preferred embodiments, the 
port detection packet is transmitted twice before and after 

transmission of bubble packet, but the port detection 
packet may be transmitted only once either before or 
aftertransmission of bubble packet. In this case, the bub- 
ble packet transmitting port is detected by assuming that 
the bubble packet transmitting port and the port of first 
communication control units used in transmission of port 
detection packet are consecutive. If this assumption is 
wrong, the reference port detection packet cannot be 
transmitted again (process from step SI 01 is repeated). 
[0188] In the foregoing preferred embodiments, the 
position of bubble packet transmitting port is detected 
after judging if the position of bubble packet transmitting 
port can be detected or not by bubble packettransmitting 
port detectors 65, 72, but in a specified case, without 
such judging step, the position of bubble packet trans- 
mitting port can be detected. The specified case is, for 
example, a case in which nothing other than first infor- 
mation processors 1 , 1 0 is connected to first communi- 
cation control unit 3, and it is highly possible that the 
bubble packettransmitting port and the port of first com- 
munication control unit 3 used in transmission of port 
detection packet are consecutive. In this case, it the de- 
tected position of bubble packet transmitting port is 
wrong, as far as the type of NAT used in first communi- 
cation control unit 3 is as specified, reply packet is not 
received in first information processors 1,10, and the 
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process is repeated from the step of transmission of ref- 
erence port detection pacl<et. 

[0189] In bubble packet transmitting port detectors 65, 
72, if it is judged thiat tiie bubble packet transmitting port 
and tiie port of first communication control unit 3 used in 
transmission of port detection packet are not consecu- 
tive, as explained in the foregoing preferred embodi- 
ments, a re-send instruction may be transmitted to first 
information processor 1 , or re-send may be instructed to 
bubble packet transmitter 13 or the like, or process of 
establishment of communication may be terminated, and 
process from transmission of reference port detection 
packet may be repeated. 

[0190] In bubble packet transmitting port detectors 65, 
72, if it may be also judged that the bubble packet trans- 
mitting port and the port of first communication control 
unit 3 used in transmission of port detection packet are 
consecutive when the probability of continuity is high. For 
example, when the port number differential of first com- 
munication control unit 3 changes between 1 and 2 (for 
example, when changing in time), possibility of continuity 
is high when the port interval of first communication con- 
trol unit 3 used in transmission of port detection packet 
is 2, 3, 4, and it may be judged to be consecutive, and 
the process may be advanced to next step. In this case, 
too, if the port interval of first communication control unit 
3 used in transmission of port detection packet is 5, it is 
judged not consecutive. 

[0191] In the foregoing preferred embodiments, the 
port number differential is detected by port number dif- 
ferential detectors 64, 75, 82, but the port number differ- 
ential may be also transferred to servers 6, 60 or first 
information processors 1, 10 by manual input by user, 
specified recording medium (for example, CD-ROM or 
detachable memory), or communication, or the port 
number differential stored in first communication control 
unit 3 or the like may be acquired. The same is said of 
acquisition of IP address of second communication con- 
trol unit 4 or the like by first infomriation processors 1,10, 
etc. That is, the IP address may be entered in first infor- 
mation processors 1,10, etc. by manual input by user, 
etc. 

[0192] In the foregoing preferred embodiments, first 
information processors 1,10 transmit the bubble packet 
and port detection packet by using new ports in first in- 
formation processors 1, 10, but when first information 
processor 1 detects NAT of port sensitive port assigning 
rule is used in first communication control unit 3, first 
information processors 1,10 may transmit the bubble 
packet and port detection packet from the same port of 
first information processors 1 , 10. In this case, transmis- 
sion destination ports (ports of servers 6, 60) of port de- 
tection packet must be mutually different. 
[0193] In the foregoing preferred embodiments, it is 
explained that the reply packet is transmitted by using a 
port in second communication control unit 4 assigned 
newly when transmitting the reply packet, but this is only 
an example, and the ports in second communication con- 



trol unit 4 used in transmission of reply packet may in- 
clude ports used hitherto, for example, the port used in 
transmission of reference port detection packet. 
[0194] The number of ports (a) that can be assigned 

5 from reference port to bubble packet transmitting target 
port can be increased on every occasion of re-transmis- 
sion of bubble packet, etc. That is, bubble packet trans- 
mitter 1 3 can transmit a bubble packet to the bubble pack- 
et transmitting target port apart from the reference port 

10 every time the bubble packet is re-transmitted. In this 
manner, it is easier to avoid use of bubble packet trans- 
mitting target port until reply packet is transmitted. 
[0195] In the foregoing preferred embodiments, reply 
packet transmitter 24 receives the number of ports (a) 

15 that can be assigned from reference port to bubble packet 
transmitting target port from bubble packet transmitter 
13 by way of server 6, but the number of a may be also 
transmitted to bubble packet transmitter 13 and reply 
packet transmitter 24 from servers 6, 60 (in this case, the 

20 port differential information may not be transmitted to first 
information processor 1 ), and the value of a may be pre- 
set in first infomiation processors 1,10 and second in- 
fomiation processors 2, 20. 

[0196] In the foregoing preferred embodiments, reply 
25 packet transmitter 24 transmits the reply packets by the 
number of ports (a) that can be assigned from reference 
port to bubble packet transmitting target port, but reply 
packet transmitter 24 may also transmit reply packets by 
more than a, or transmit reply packets by less than a. 
30 Forexample, reply packet transmitter 24 may not receive 
the number of a from bubble packet transmitter 13 by 
way of servers 6, 60, but may receive the difference in 
port number between reference port and bubble packet 
transmitting target port, and transmit the reply packets 
35 by the number of times corresponding to the value of 
difference. Inthis case, reply packet transmitter 24 trans- 
mits reply packets by a multiple times of a. As explained 
in the process about step S209 in Fig. 6, if it is possible 
that the port number differential in second communlca- 
40 tion control unit 4 detected by port number differential 
detectors 68, 82 may be a multiple of actual port number 
differential, it is betterto set the difference in port number 
between reference port and bubble packet transmitting 
target port as the number of reply packets. This is be- 
^ cause the reply packets can be transmitted more secure- 
ly by using the bubble packet transmitting target port. Or 
when second infonnation processors 2, 20 have prior 
knowledge of the number of ports assigned after assign- 
ment of reference port in second communication control 
50 unit 4, the reply packets may be transmitted by the 
number subtracting this number from a. In this case, too, 
the reply packets can be transmitted by using the bubble 
packet transmitting target port (however, it is required 
that the port number differential of second communica- 
55 tion control unit 4 should be detected correctly). There- 
fore, if ports are assigned up to one port before the bubble 
packettransmitting target port, only one reply packet may 
be transmitted. 
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[0197] In the foregoing preferred embodiments, after 
receiving the reply packet, a re-send packet is transmit- 
ted, but when communication between first information 
processors 1,10 and second information processors 2, 
20 can be established by receiving the reply packet, the 
re-send packet may not be transmitted. For example, 
when first information processors 1,10 receive the reply 
packet transmitted by using the bubble packet transmit- 
ting target port, peer-to-peer communication is possible 
by way of bubble packet transmitting port and bubble 
packet transmitting target port, and it is not necessary to 
transmit re-send packet. 

[0198] In the specific examples of the foregoing pre- 
ferred embodiments, when reply packet can be received 
or not is judged by checking if reply packet has been 
already received when receiving the notice of transmis- 
sion of reply packet from second infonnatlon processors 
2, 20 by way of servers 6, 60, but it may be judged that 
the reply packet Is not received (that is, communication 
is not established) when reply packet is not received with- 
in specified time (for example, 15 seconds) after trans- 
mission of bubble packet. It Is same with the re-send 
packet, and It may be judged that the re-send packet is 
not received (that is, communication Is not established) 
when re-send packet is not received within specified time 
after transmission of reply packet. 
[0199] In the foregoing preferred embodiments, refer- 
ence port information is transmitted or the bubble packet 
transmitting port is detected by one server, 6 or 60, but 
these processes may be done by plural servers. 

(Preferred embodiment 4) 

[0200] A communication system in preferred embodi- 
ment 4 of the invention is described while referring to the 
accompanying drawings. The communication system In 
the preferred embodiment refers to communication by 
SIP, by using the detecting method of position of bubble 
packet transmitting port explained In the foregoing pre- 
ferred embodiments. 

[0201] Fig. 26 Is a block diagram of configuration of 
communication system In the preferred embodiment. In 

Fig. 26, the communication system in the preferred em- 
bodiment comprises first Information processor 30, com- 
munication control unit 3, second Information processor 
40, port detection serverSI, and SIPserver52. Commu- 
nication control unit 3 has the NAT function, and is re- 
sponsible for conversion of address, assignment of port, 
and filtering of packet, same as first communication con- 
trol unit 3 In the foregoing preferred embodiments, and 
its explanation is omitted. 

[0202] Fig. 27 is a block diagram of configuration of 
first information processor 30 In the preferred embodi- 
ment. In Fig. 27, first Infonnation processor 30 comprises 
communication unit 1 1 , bubble packettransmitter 13, de- 
tection packet transmitter 14, port number differential de- 
tection packet transmitter 15, detection port information 
receiver 71 , bubble packet transmitting port detector 72, 



port number differential Information receiver 74, port 
number differential detector 75, and SIP processor 31. 
The structure and operation of other parts than SIP proc- 
essor 31 are same as In preferred embodiment 2, and 

5 the explanation is omitted. However, bubble packet 
transmitter 13 does not transmit the bubble packet on 
the basis of the position of reference port indicated by 
the reference port Information received In reference port 
receiver 12, buttransmltsthe bubble packet to the bubble 

'0 packet transmitting target port on the basis of the infor- 
mation showing the position of bubble packettransmitting 
port received In SIP processor 31. 
[0203] SIP processor 31 processes about SIP. More 
specifically, together with SIP server 52, transmission of 

15 connection request and acquisition of communication 
partner address and port number are processed. These 
processes are same as conventional processes, and the 
explanation Is omitted. 

[0204] Second information processor 40 is a tennlnal 
20 device (for example, VoIP telephone terminal) for making 
peer-to-peer voice communication with other client ter- 
minal. Second infomiatlon processor 40 tells the IP ad- 
dress of second infonnatlon processor 40, position of 
transmitting port, and position of receiving port to other 
25 client terminal by way of SIP server 52, and also receives 
the receiving port of other client terminal through SIP 
server 52, and the packet transmission destination can 
be set in this receiving port in peer-to-peer voice com- 
munication. The transmitting port of client terminal is the 
30 port of the client terminal for transmitting information to 
other client terminal. The receiving port of client terminal 
Is the port of the client terminal for receiving Information 
from other client terminal. Second infonnation processor 
40 is a general client terminal of SIP, and its detailed 
35 description is omitted. 

[0205] Fig. 28 Is a block diagram of configuration of 
port detection server 51 In the preferred embodiment. In 
Fig. 28, port detection server 51 processes to detect the 
position of the port of communication control unit 3 al- 
40 lowing to pass the bubble packet transmitted from first 
Infonnation processor 30. Port detection server 51 com- 
prises communication unltei, detector for detecting port 
number 91 , port number information transmitter for de- 
tecting port number 92, port number differential informa- 
^ tion detector 93, and port number differential Infonnation 
transmitter 94. The structure and operation of these parts 
are same as in preferred embodiment 2, and the expla- 
nation is omitted. 

[0206] SIP server 52 is a server for processing about 
50 SIP. Process about SIP Includes, for example, register 
process of receiving address notice from client and reg- 
istering address, location service process of managing 
the address of client, and proxy server process of receiv- 
ing call request from client, sean:hlng destination ad- 
55 dress of location sen/Ice, and transferring to destination 
client. These functions of SIP server 52 may be realized 
by two or more servers. The SIP server may be provided 
Individually at first Information processor30 side and sec- 
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ond information processor 40 side. In this case, tlie in- 
formation is relayed from first information processor 30 
to second information processor 40 in the route of, for 
example, first information processor 30, first SIP server, 
second SIP server, and second information processor 
40. Processing of SIP server 52 is same as in the con- 
ventional process, and the detailed description is omitted. 
[0207] The operation of communication system of the 
preferred embodiment is explained. Fig. 29 is an explan- 
atory diagram of exchanging and processing of informa- 
tion among sending/calling side, port detection server 

51, SIP server 52, and receiving side. In Fig. 29, first 
information processorSO and communication control unit 
3 are at the sending/calling side, and second information 
processor 40 is at receiving side. 

[0208] (Step S801 ) By transmitting and receiving spec- 
ified packet between first information processor 30 at 
sending/calling side and port detection server51 , theport 
number differential of sending/calling side communica- 
tion control unit 3 is detected. Specific process of detec- 
tion of port number differential is same as at steps 8206, 
8501 , 8502, and s503 in Fig. 21 of preferred embodiment 
2, and the explanation is omitted. 
[0209] (Step 8802) First information processor 30 
sends a communication request to request communica- 
tion with second information processor 40 to SIP server 

52. This communication request includes the instruction 
of transmitting the IP address of communication destina- 
tion client (that is, second information processor 40), po- 
sition of transmitting port, and position of receiving port 
to first information processor 30. 

[0210] (Step 8803) SIP server 52 relays the commu- 
nication request sent from first information processor 30 
to second information processor 40. This communication 
request is received in second information processor 40. 
[021 1] (Step 8804) Second information processor 40 
transmits communication destination information includ- 
ing the information showing the IP address of second 
information processor 40, position of transmitting port, 
and position of receiving port to SIP server 52. 
[0212] (Step S805) SIP server 52 relays the commu- 
nication destination information sent from second infor- 
mation processor 40 to first information processor 30. 
The communication destination information is received 
in SIP processor 31 of first information processor 30. 
[0213] (Step 8806) First information processor 30 
transmits port detection pacl^et and bubble packet, and 
receives detection port information from port detection 
server 51 . Specific process of transmitting and receiving 
bubble packet and others is same as in preferred em- 
bodiment 2 in Fig. 22, and the explanation is omitted. In 
this preferred embodiment, the bubble packet is trans- 
mitted to transmitting port of second information proces- 
sor 40 by using the communication destination infomna- 
tion received in SI P processor 31 . That is, in this preferred 
embodiment, the bubble packet transmitting target port 
is the transmitting port of second information processor 
40. To judge continuity (step 8605 in Fig. 21), the port 



number differential of communication control unit 3 de- 
tected at step 8801 is used. 

[0214] (Step S807) Bubble packettransmitting port de- 
tector 72 of first information processor 30 judges if the 

5 position of bubble packettransmitting port can be detect- 
ed or not. When judging continuity at step S806 (step 
S605 in Fig. 21), if the ports of communication control 
unit 3 used in transmission of two port detection packets 
and the bubble packet transmitting port are judged to be 

10 consecutive, it is judged that the position of bubble packet 
transmitting port can be detected, and the process goes 
to step S808, or otherwise it is judged that the position 
of bubble packet transmitting port cannot be detected, 
and the process returns to step 8806. 

15 [0215] (Step S808) Bubble packettransmitting port de- 
tector 72 detects the position of bubble packet transmit- 
ting port. This position of bubble packettransmitting port 
is the position of the receiving port at the sending/calling 
side. 

20 [0216] (Step S809) SIP processor 31 sends the com- 
munication request including the global side IP address 
of communication control unit 3 and the bubble packet 
transmitting port detected at step S808 (that is, receiving 
port) to SIP server 52. The global side I P address of com- 

25 munication control unit 3 is supposed to be acquired pre- 
liminarily in processing of detection of port number dif- 
ferential, etc. 

[0217] (Step SB1 0) SIP server 52 relays the commu- 
nication request sent from first information processorSO 

30 to second information processor 40. This communication 
request is received in second information processor 40. 
[0218] (Step SB1 1) Second infonnation processor 40 
transmits the response of completion of preparation for 
connection to the received communication request. 

35 [0219] (Step S812) SIP server52 relays this response 
to first information processor 30. 
[0220] (Step S813) First information processor 30 
transmits the confirmation about response received from 
second information processor 40. 

40 [0221] (Step 881 4) SIP server 52 relays this confirma- 
tion to second infonnation processor 40. Thus, prepara- 
tion for peer-to-peer connection at sending/calling side 
and receiving side is complete, and when first information 
processor 30 sends the information to the receiving port 

45 of second infonnation processor 40, and second infor- 
mation processor 40 sends the information to receiving 
port (bubble packet transmitting port) of communication 
control unit 3, first information processor 30 and second 
infonnation processor 40 can communicate with each 

50 other without resortto relay server such as SIP server 52. 
[0222] Process sequence of steps in Fig. 29 involves 
a certain freedom. For example, the process of detection 
of port number differential at step S801 may be executed 
after transmission step of communication request (step 

55 S802) or transmission process of communication desti- 
nation infonnation (step S804) as far as it is executed 
before process of transmission or reception of bubble 
packet at step 8806. 
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[0223] The operation of communication system in tlie 
preferred embodiment Is described below by referring to 
a specific example. In the specific example, first informa- 
tion processor 30 and second information processor 40 
are supposed to have address information registered 
preliminarily In SIP server 52. Device ID of first Infomna- 
tion processor 30 is AAA@abc ... com, and device ID of 
second information processor 40 Is BBB@abc...com. In 
this specific example, device ID is supposed to be 
AAA@abc...com, but the device ID Is not particularly 
specified in format as far as the information can specify 
the client terminal, such as mall address or telephone 
number. 

[0224] To begin with, first information processor 30 
sends a port number differential detection packet to port 
detection server 51 , and detects the port number differ- 
ential of communication control unit 3 (step S801 ). Detail 
of this process is same as in preferred embodiment 2, 
and the explanation is omitted. 

[0225] Further, first information processor 30 sends a 
communication request from port PI to port; P3 of SIP 
server 52 shown In Fig. 52 (step S802). This communi- 
cation request is called INVITE request. The communi- 
cation req uest includes device ID of first Information proc- 
essor 30 (AAA@abc...com) and device ID of second in- 
formation processor 40 of communication requested 
partner (BBB@abc...com). The communication request 
includes also an Instruction of transmitting the informa- 
tion showing the I P address, position of transmitting port, 
and position of receiving port. When second information 
processor 40 receives the communication request. It may 
be judged to have received the instruction of transmitting 
the IP address, etc. That is, instruction command may 
not be Included in the communication request. 
[0226] The communication request Is received in SIP 
server 52. SIP server 52 searches the IP address and 
port number corresponding to device ID of second infor- 
mation processor 40 (BBB@abc...com), and transmits 
the communication request to the port number of the IP 
address (step 8803). 

[0227] Second Infonnation processor 40, when receiv- 
ing this communication request, transmits the communi- 
cation destination Information showing the IP address of 
second information processor 40, position of transmitting 
portsPort, and receiving port rPortto port P3 of SIPserver 
52 (step S804). This communication destination informa- 
tion also includes device ID of first information processor 
30 and device ID of second infonnation processor 40. In 
the ordinary SIP, the communication destination infor- 
mation does not include the position of transmitting port 
of communication destination. Therefore, it Is an exten- 
sion of SIP that the communication destination informa- 
tion includes the position for transmitting port of commu- 
nication destination. 

[0228] The communication destination information Is 

received in SIP server 52, and is transmitted to first in- 
formation processor 30 by way of communication control 
unit 3 (step S805). The communication destination infor- 



mation is received in SIP processor31 of first infonnation 
processor 30. SIP processor31 transfers the Information 
showing the IP address of second infonnation processor 
40 included In the communication destination infonnation 
5 and the position oftransmitting portsPort to bubble pack- 
et transmitter 13. 

[0229] Later, the bubble packet Is transmitted (step 
S806). More specifically, detection packet transmitter 1 4 
sends the port detection packet to port P1 1 of port de- 

10 taction server 51 from port P5 newly assigned in first 
information transmitter 30. The port detection packet is 
received In detector for detecting port number 91 of port 
detection server 51, and the port number of port P8 of 
communication control unit 3 included in the header of 

15 port detection packet is detected. Port number informa- 
tion transmitter for detecting port number 92 transmits 
the detection port information having the port number of 
port P8 included in the payload to port P8 of communi- 
cation control unit 3. The detection port information is 

20 converted in address in communication control unit 3, 
and is transmitted to port P5 of first information processor 
30. In detection port information receiver 71 , the detec- 
tion port information is received. 
[0230] Right after transmission of port detection pack- 

25 et, bubble packet transmitter 13 transmits the bubble 
packet to port sPort of second information processor 40. 
This bubble packet is transmitted from port P6 of first 
infonnation processor 30. Herein, port P6 is a different 
port from port P6, and is a port newly assigned in first 

30 information processor 30 at the time of transmission of 
bubble packet. 

[0231] Right after transmission of bubble packet, de- 
tection packet transmitter 1 4 transmits again the port de- 
tection packet to port P11 of port detection server 51. 

35 The port detection packet Is transmitted from port P7 of 
first information processor 30. Herein, port P7 is a differ- 
ent port from port P5 or port P6, and is a port newly as- 
signed in first information processor 30 at the time of 
transmission of port detection packet. This port detection 

^0 packet Is received in port detection server 51 . Same as 
in the case of first port detection packet, the detection 
port infonnation is transmitted from port detection server 
51 to first information processor 30. 
[0232] Detection port information receiver 71 of first 

'is infonnation processor 30 receives this detection port in- 
fonnation, and judges if the positions of ports of commu- 
nication control unit 3 used in transmission of two port 
detection packets and the bubble packettransmitting port 
are consecutive or not. This Is judged by checking wheth- 

50 er the difference of port PI 0 and port P8 is equal or not 
to 2 times of the port number differential of communica- 
tion control unit 3 detected at step S801 . When the dif- 
ference of port PI 0 and port PS is equal to 2 times of the 
port number differential of communication control unit 3, 

55 bubble packet transmitting port detector 72 judges that 
the positions of ports of communication control unit 3 
used In transmission of two port detection packets and 
the bubble packettransmitting port are consecutive, and 
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judging that the bubble packet transmitting port can be 
detected (step S807), and the middle port number of port 
number of port P8 and port numberof port PI 0 is detected 
as the position of bubble pacl<et transmitting port (step 
S808). Bubble packet transmitting port detector 72 trans- 5 
fersthe position of the detected bubble pacl<et transmit- 
ting port to SIP processor 31 . 
[0233] SIP processor 31 transmits the communication 
request Including the position of the bubble packet trans- 
mitting port and the global side address of communica- 'o 
tlon control unit 3 again to SIP server 52 (step S809). 
This communication request Is also called INVITE re- 
quest, including the device ID of first information proces- 
sor 30 and device ID of second Information processor 
40. The communication request Is relayed In SIP server 15 
52, and Is transmitted to second information processor 
40 (step S810). This communication is also done through 
ports PI to P4. 

[0234] Second information processor40, receivingthls 
communication request, obtains the knowledge of IP ad- 20 
dress of sending/calling side and position of receiving 
port. Second information processor 40 transmits the re- 
sponse to communication request to SI P server 52 (step 
S81 1). This response also includes the device ID of first 
Information processor 30 and second Information proc- 
essor 40. The response is relayed through SIP server 
52, and is transmitted to first Infonnation processor 30 
by way of port P2 of communication control unit 3 (step 
3812). 

[0235] To response from communication partner side, so 
confirmation to response is transmitted by way of SIP 
server 52 (steps S813, S814).This transmission of con- 
firmation Is known as ACK. Later, as shown in Fig. 31, 
first information processor 30 transmits the Information 
to port rPort of second information processor 40, and 35 
second information processor 40 transmits the infonna- 
tion to port P9 of communication control unit 3. The In- 
formation transmittedto port P9 of communication control 
unit 3 is converted in address in communication control 
unit 3, and is transmitted to port P6 of first information 
processor 30. Thus, communication is established be- 
tween first infonnation processor 30 and second infor- 
mation processor 40, and it is possible to communicate 
between the two. 

[0236] In this preferred embodiment, as explained by ^ 

using the sequence shown in Fig. 29, the sequence for 
establishing communications between information proc- 
essors Is not limited to the one shown In Fig. 29 aione. 
For example, in transmission of response at step S81 1 , 
the infonnation showing the IP address of second infor- so 
mation processor 40, and the information shoring the po- 
sition of receiving port may be transmitted to first Infor- 
mation processor 30 by way of SIP server 52. In this 
case, first information processor 30 makes use of the 
information transmitted through SIPserver52, andcom- ss 
munlcation between first Information processor 30 and 
second information processor 40 is established. The IP 
address of second information processor 40 transmitted 



at step S81 1 is same as that transmitted at step S804. 
Second information processor 40 uses the transmitting 
port indicated by communication destination information 
transmitted at step S804 as the transmitting port in com- 
munication with first information processor 30. 
[0237] According to the communication system of the 
preferred embodiment, by using the technique of detect- 
ing the position of bubble packet transmitting port ex- 
plained in preferred embodiments 1 to 3, communication 
between information processors can be established by 
the SIP regardless of the type of NAT of communication 
control unit3. This detecting method of position of bubble 
packet transmitting port may be applied also in otherthan 
the system or sequence explained in preferred embodi- 
ments 1 to 3. 

[0238] In the preferred embodiment, the port number 
differential of communication control unit 3, and the po- 
sition of bubble packet transmitting port are detected at 
the client side, but same as in prefen-ed embodiment 1 , 
any one or more of these processes may be executed at 
the server side. 

[0239] In the preferred embodiment, port detection 
server 51 and SIP server 52 are individually provided, 
but they may be realized by one server. 
[0240] In the preferred embodiment, communication 
between infonnation processors is established by using 
the SIP, but other protocol may be used for establishing 
communication between Information processors. In such 
a case, too, by using port detection server 51 , the position 
of bubble packet transmitting port can be detected, and 
it is possible to communication by way of communication 
control unit having NAT function. 
[0241] For example, as explained In preferred embod- 
iment 4, In the foregoing preferred embodiments, the 
communication system may be a communication system 
comprising information processors for transmitting bub- 
ble packet, and servers for processing to detect the po- 
sition of bubble packet transmitting port, and It may be 
intended to detect the position of bubble packet trans- 
mitting port. That is, the communication system of the 
invention may be realized by the following communica- 
tion system. This communication system is a communi- 
cation system comprising an Information processor, a 
communication control unit for controlling the communi- 
cation of the infonnation processor, and a server, and 
the information processor includes a bubble packettrans- 
mitter for transmitting a bubble packet for leaving trans- 
mission record In the communication control unit byway 
of the communication control unit, and a detection packet 
transmitter for transmitting a port detection packet used 
in detection of position of bubble packet transmitting port 
as the port of the communication control unit used In 
transmission of the bubble packet, to the server, before 
and after transmission of the bubble packet by the bubble 
packet transmitter, and the server includes a bubble 
packet transmitting port detector for receiving the port 
detection packet transmitted from the Information proc- 
essor, and detecting the position of the bubble packet 
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transmitting port on tlie basis of tine port detection pacl^et. 
In this communication system, thie position of bubble 
paclcet transmitting port detected by the server may be 
transmitted to the information processor by the transmit- 
ter, or may be transferred to the information processor 5 
by other method. Other method includes, for example, a 
method of recording the information showing the position 
of bubble packet transmitting port in a recording medium, 
and reading out the information from the recording me- 
dium by the information processor, or a method of dis- 
playing the information showing the position of bubble 
packet transmitting port in the server, and allowing the 
user to seethe display and enterthe information showing 
the range of ports in the information processor. 
[0242] For example, as explained in preferred embed- is 
iment 4, in the foregoing preferred embodiments, the 
communication system may be a communication system 
comprising information processors for transmitting bub- 
ble packet, and servers for processing to detect the po- 
sition of bubble packet transmitting port, and it may be 20 
intended to detect the position of bubble packet trans- 
mitting port. That Is, the communication system of the 
invention may be realized by the following communica- 
tion system. This communication system is a communi- 
cation system comprising an information processor, a 25 
communication control unit for controlling the communi- 
cation of the information processor, and a server, and 
the information processorincludes a bubble packet trans- 
mitter for transmitting a bubble packet for leaving trans- 
mission record in the communication control unit by way so 
of the communication control unit, a detection packet 
transmitter for transmitting a port detection packet used 
in detection of position of bubble packet transmitting port 
as the port of the communication control unit used in 
transmission of the bubble packet, to the server, before 35 
and aftertransmission of the bubble packet by the bubble 
packet transmitter, a detection port Information receiver 
for receiving the detection port information showing the 
position of the port of the communication control unit al- 
lowing to pass the port detection packet, and a bubble 40 
packet transmitting port detector for detecting the posi- 
tion of the bubble packet transmitting port on the basis 
of the detection port Information received inthe detection 
port information receiver, and the server includes a de- 
tector for detecting port number for receiving the port ^ 
detection packet, and detecting the position of the port 
of the communication control unit allowing to pass the 
port detection packet, and a port number information 
transmitter for port differential detection for transmitting 
the detection port information showing the position of the so 
port detected by the detector for detecting port number 
to the information processor. Thus, the position of the 
bubble packet transmitting port may be detected in the 
information processor, instead of the server. In this com- 
munication system, the position of bubble packet trans- ss 
mitting port detected in the information processor may 
be transmitted to the information processorby the trans- 
mitter, or may be transferred to the information processor 



by other method. Other method includes, for example, a 
method of recording the Information showing the position 
of bubble packet transmitting port in a recording medium, 
and reading out the infonnatlon from the recording me- 
dium by the information processor, or a method of dis- 
playing the information showing the position of bubble 
packet transmitting port in the information processor, and 
allowing the user to see the display and enter the infor- 
mation showing the position of the bubble packet trans- 
mitting port in other information processor. 
[0243] In the foregoing embodiments, each informa- 
tion processor Is connected to communication network 
5 by way of one communication control unit, but commu- 
nications between information processors can be estab- 
lished even in the case of connected to communication 
network 5 by way of plural communication control units 
(that is, multi-stage connection NAT). 
[0244] In the preferred embodiments, first communi- 
cation control unit 3 and second communication control 
unit 4 have the NAT function, but first communication 
control unit 3 and second communication control unit 4 
may have, instead of the NAT function, or together with 
the NAT function, firewall function of packet filtering. The 
packet filtering is to select the reception packet on the 
basis of, for example, the reception filter rule. When first 
communication control unit 3 has the firewall function on 
the basis of such reception filter rule, by leaving the trans- 
mission record in first communication control unit 3 by 
transmission of bubble packet from the local side (first 
information processor 1, etc. side) to the global side 
(communication networks), the reply packet transmitted 
to bubble packet transmitting port may be received. Or 
when second communication control unit 4 has the fire 
wall function on the basis of such reception filter rule, by 
transmission of reply packet from the local side (second 
infomiation processor 2, etc. side) to the global side by 
wayofthetargetportfortransmitting bubblepacket, com- 
munication is established between first information proc- 
essor 1 , etc. and second information processor 2, etc. 
[0245] IHerein, the first information processor and sec- 
ond infomnation processor may or may not support the 
firewall function as application. 
[0246] In the preferred embodiments, sen/er 6 or the 
like is specified by the IP address, but server 6 or the like 
may be specified by domain name (for example, serv- 
er.pana.net or the like). In this case, the domain name is 
converted into IP address by using the DNS server, and 
server 6 or the like can be specified. 
[0247] The protocol used in communication in the pre- 
ferred embodiments may be either I Pv4 (Internet protocol 
version 4) or IPv6 (Internet protocol version 6). 
[0248] In the preferred embodiments, each process 
(each function) may be realized by concentrated 
processing by a single device (system), or realized by 
discrete processing by plural devices. 
[0249] In the preferred embodiments, the communica- 
tion requesting side is explained as the bubble packet 
transmitting side, but the communication request recelv- 
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ing side may be the bubble packet transmitting side. 
[0250] In the preferred embodiments, the constituent 
elements may be composed of exclusive hardware, or 
constituent elements that can be realized by the software 
may be realized by the software by program control. The 
software for realizing the information processor in the 
preferred embodiments may Include the following pro- 
gram. That is, the program is a program for executing 
the process in the first information processor for commu- 
nicating with the second information processor, by way 
of the first communication control unit for controlling the 
communication of the first information processor and the 
second communication control unit for controlling the 
communication of the second infomiation processor, and 
is intended to execute a reference port receiving step of 
receiving the reference port information showing the po- 
sition of the reference port as the port in the second com- 
munication control unit as the reference of target of trans- 
mission of bubble packet transmitted for leaving trans- 
mission record in the first communication control unit, a 
bubble packet transmittingstep of transmittingthe bubble 
packet to the second communication control unit by way 
of the first communication control unit, a detection packet 
transmittingstep of transmitting the port detection packet 
for detecting the position of the bubble packet transmit- 
ting port as the port of the first communication unit used 
in transmission of the bubble packet, and a reply packet 
receiving step of receiving the reply packet transmitted 
to the bubble packet transmitting port from the second 
information processor by way of the second communi- 
cation control unit. 

[0251] In this program, the reference port may be the 

latest port at the moment of transmission of the reference 
port detection packet for detecting the position of the ref- 
erence port from the second information processor, out 
of the ports assigned in the second communication con- 
trol unit. 

[0252] In this program, at the detection packet trans- 
mitting step, the port detection packet may be transmitted 
before and after transmission of bubble packet at the 
bubble packet transmitting step. 
[0253] In this program, the bubble packet and port de- 
tection packet may be transmitted by using different ports 
in the first communication control unit. 
[0254] In this program, the bubble packet and port de- 
tection packet may be transmitted by using newly as- 
signed ports in the first communication control unit. 
[0255] In this program, the computer may further exe- 
cute a re-send instruction receiving step of receiving a 
re-send instruction for re-sending the bubble packet and 
port detection packet, and the detection packet transmit- 
ting packet may be characterized by re-sending the port 
detection packet when receiving the re-send instruction 
at the re-send instruction receiving step, at the detection 
packet transmitting step, and re-sending the bubble 
packet when receiving the re-send instruction at the re- 
send instruction receiving step, at the bubble packet 
transmitting step. 



[0256] In this program, the computer may further exe- 
cute a port number differential detection packet transmit- 
ting system fortransmitting a port number differential de- 
tection packet for detecting the port number differential 
5 in the first communication control unit by way of the first 
communication control unit. 

[0257] In this program, the bubble packet transmitting 
target port as the port of target of transmission of bubble 
packet in the second communication control unit may be 
10 a port assigned after assignment of specified ports from 

the reference port. 

[0258] In this program, the computer may further exe- 
cute a port number differential receiving step of receiving 
the port number differential information as the information 

'5 showing the port number differential in the second com- 
munication control unit, and the bubble packet transmit- 
ting step may be characterized by transmitting the bubble 
packet to the bubble packet transmitting target port of 
which port interval from the reference port is M times (M 

20 being an integer of 1 or more) of the port number differ- 
ential indicated by the port number differential informa- 
tion. 

[0259] In this program, the computer may further exe- 
cute a re-reply packet transmitting step of transmitting a 
25 re-reply packet to the port of the second communication 
control unit used in transmission of the reply packet when 
the reply packet is received at the reply packet receiving 
step. 

[0260] In the program, the computer may further exe- 

30 cute a port differential information receiving step of re- 
ceiving the port differential information showing the po- 
sition of the port of the first communication control unit 
allowing to pass the port detection packet, a bubble pack- 
et transmitting port detecting step of detecting the posi- 

35 tion of the bubble packet transmitting port on the basis 
of the port differential information received at the port 
differential infonnation receiving step, and a bubble pack- 
et transmitting port transmitting step of transmitting the 
bubble packet transmitting port Information showing the 

40 position of the bubble packet transmitting port detected 
at the bubble packet transmitting port detecting step. 
[0261] In this program, at the detection packet trans- 
mitting step, if the position of the bubble packet transmit- 
ting port cannot be detected by the bubble packet trans- 

^ mitting port detecting step, the port detection packet may 
be transmitted again, or atthe bubble packet transmitting 
step, if the position of the bubble packet transmitting port 
cannot be detected atthe bubble packet transmitting port 
detecting step, the bubble packet may be transmitted 

50 again. 

[0262] In the program, the computer may further exe- 
cute a port number differential detection packet transmit- 
ting step of transmitting a port number differential detec- 
tion packet for detecting the port number differential in 
55 the first communication control unit by way of the first 
communication control unit, as port differential informa- 
tion receiving step of receiving the port differential infor- 
mation showing the position of the port of the first com- 
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munication control unit allowing to pass the port number 
differential detection packet, and a port number differen- 
tial detectingstep of detecting the port number differential 
in the first communication control unit on the basis of the 
port differential information received in tine port differen- 
tial information receiver, and the bubble packet transmit- 
ting port detecting step may be characterized by detect- 
ing the position of the bubble packet transmitting port by 
using the port number differential in the first communica- 
tion control unit detected at the port number differential 
detecting step. 

[0263] Tine software for realizing the information proc- 
essor in the preferred embodiments is the following pro- 
gram. That is, the program is a program for executing 
the process in the first information processor for commu- 
nicating with the second information processor, by way 
of the first communication control unit for controlling the 
communication of the first infomiation processor and the 
second communication control unit for controlling the 
communication of the second information processor, in 
which the first communication control unit receives the 
bubble packet for leaving the transmission record in the 
second communication control unit, from the second in- 
formation processor by way of the second communica- 
tion control unit, and executes a reference port detection 
packet transmitting step of transmitting a reference port 
detection packet for detecting the position of the refer- 
ence port as the port in the first communication control 
unit as the reference of target of transmission of bubble 
packet, a bubble packet transmitting port receiving step 
of receiving the bubble packet transmitting port infomia- 
tion showing the position of the bubble packet transmit- 
ting port as the port of the second communication control 
unit used in transmission of the bubble packet from the 
second information processor, and a reply packet trans- 
mitting step of transmitting a reply packet to the bubble 
packet transmitting port indicated by the bubble packet 
transmitting port information. 

[0264] In this program, at the reply packet transmitting 
step, the reply packet may be transmitted by using N (N 
being an integer of 2 or more) different ports of the first 
communication control unit. 

[0265] In this program, N ports may be assigned newly 
in the first communication control unit at the time of trans- 
mission of the reply packet. 

[0266] In the program, the number N may be grater 
than the number of ports that can be assigned from the 
reference port to the port used for transmitting the bubble 
packet in the first communication control unit. 
[0267] In this program, the computer may further exe- 
cute a re-reply packet receiving step of receiving the re- 
reply packet transmitted from the second information 
processor to the port of the first communication control 
unit used in transmission of the reply packet. 
[0268] In the program, the computer may also execute 
a port number differential detection packet transmitting 
step of transmitting the port number differential detection 
packet for detecting the port number differential in the 



first communication control unit by way of the first com- 
munication control unit. 

[0269] I n the program, the computer may also execute 
a port differential information receiving step of receiving 

5 the port differential information showing the position of 
the port of the first communication control unit allowing 
to pass the port number differential detection packet, a 
port number differential detecting step of detecting the 
port number differential in the first communication control 

10 unit on the basis of the port differential information re- 
ceived at the port differential information receiving step, 
and a port number differential transmitting step of trans- 
mitting the port differential information as the information 
showing the port number differential in the first commu- 

15 nication control unit detected at the port number differ- 
ential detecting step. 

[0270] The software for realizing the server in the pre- 
ferred embodiments is the following program. That is, the 
program is a program for executing the process in the 
20 server for establishing communication between the first 
information processor and second information proces- 
sor, by way of the first communication control unit for 
controlling the communication of the first information 
processor and the second communication control unit for 
25 controlling the communication of the second information 
processor, and is intended to execute a reference port 
detecting step of receiving a reference port detection 
packet transmitted from the second information proces- 
sor by way of the second communication control unit in 
30 order to detect the position of the reference port as the 
port in the second communication control unit as the ref- 
erence of target of transmission of bubble packet trans- 
mitted by the first information processor for leaving the 
transmission record in the first communication control 
35 unit, and detecting the position of the reference port on 
the basis of the reference port detection packet, a refer- 
ence port transmitting step of transmitting the reference 
port information showing the position of the reference 
port detected at the reference port detecting step to the 
40 first information processor, a bubble packet transmitting 
step of receiving a port detection packet transmitted from 
the first infomiation processor in order to detect the po- 
sition of the bubble packet transmitting port as the port 
in the first communication control unit used in transmis- 
^ sion of the bubble packet from the first information proc- 
essorto the second communication control unit, and de- 
tecting the position of the bubble packet transmitting port 
on the basis of the port detection packet, and a bubble 
packet transmitting port transmitting step of transmitting 
50 the bubble packet transmitting port information showing 
the position of the bubble packet transmitting port detect- 
ed at the bubble packet transmitting port detecting step 
to the second infomiation processor. 
[0271 ] In this program, the computer may further exe- 
55 cute a re-send instruction transmitting step of transmitting 
a re-send instruction for re-sending the bubble packet 
and port detection packet to the first information proces- 
sor if the position of the bubble packet transmitting port 
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cannot be detected at the bubble packet transmitting port 
detecting step. 

[0272] In this program, at the bubble pacl<et transmit- 
ting port detecting step, receiving the port detection paci<- 
ets transmitted before and after transmission of the bub- 
ble packet, the two ports in the first communication con- 
trol unit used in transmission of the port detection packets 
and the bubble port transmitting port are judged if con- 
secutive or not, and if consecutive, the position of the 
port enclosed by the two ports may be detected as the 
position of the bubble packet transmitting port. 
[0273] In this program, at the bubble packet transmit- 
ting port detecting step, the ports may be judged to be 
consecutive if the interval of two ports in the first com- 
munication control unit used in transmission of the port 
detection packets is2 times of the port number differential 
in the first communication control unit. 
[0274] In this program, the computer may further exe- 
cute a first port number differential detecting step of re- 
ceiving a first port number differential detection packet 
transmitted from the first infomriation processor by way 
of the first communication control unit, and detecting the 
port number differential in the first communication control 
unit on the basis of the first port number differential de- 
tection packet, and the bubble packet transmitting port 
detecting step may be characterized by judging by using 
the port number differential detected at the first port 
number differential detecting step. 
[0275] In this program, the computer may further exe- 
cute a second port number differential detecting step of 
receiving a second port number differential detection 
packet transmitted from the second information proces- 
sor by way of the second communication control unit, 
and detecting the port number differential in the second 
communication control unit on the basis of the second 
port number differential detection packet, and a port 
number differential transmitting step of transmitting the 
port differential information as the information showing 
the port number differential detected at the second port 
number differential detecting step to the first information 
processor. 

[0276] The software for realizing the infonnation proc- 
essor in the preferred embodiments is the following pro- 
gram. That is, the program is a program for causing the 
computer to execute the process in the server for estab- 
lishing communication between thefirst information proc- 
essor and second information processor, by way of the 
first communication control unit for controlling the com- 
munication of the first information processor and the sec- 
ond communication control unit for controlling the com- 
munication of the second information processor, and is 
intended to execute a reference port detecting step of 
receiving a reference port detection packet transmitted 
fromthe second information processor by way of the sec- 
ond communication control unit in order to detect the po- 
sition of the reference port as the port in the second com- 
munication co ntrol u nit as the reference of target of trans- 
mission of bubble packet transmitted by the first informa- 



tion processor for leaving the transmission record in the 
first communication control unit, and detecting the posi- 
tion of the reference port on the basis of the reference 
port detection packet, a reference port transmitting step 

5 of transmitting the reference port information showing 
the position of the reference port detected at the refer- 
ence port detecting step to the first information processor, 
a detection port detecting step of receiving a port detec- 
tion packet transmitted from the first information proces- 

10 sor in order to detect the position of the bubble packet 
transmitting port as the port in the first communication 
control unit used in transmission of the bubble packet 
from the first information processor to the second com- 
munication control unit, and detecting the position of the 

15 port of the first communication control unit allowing to 
pass the port detection packet on the basis of the port 
detection packet, and a port differential information trans- 
mitting step of transmitting the port differential informa- 
tion showing the position of the port detected at the de- 

20 tection port detecting step to the first information proces- 
sor. 

[0277] The software for realizing the server in the pre- 
ferred embodiments is the following program. That is, the 
program is a program for causing the computer to exe- 
25 cute the process in an information processorforcompos- 
ing a communication system comprising an information 
processor, a communication control unit for controlling 
the communication of the information processor, and a 
server, and is intended to execute a bubble packet trans- 
30 mitting step of transmitting a bubble packet for leaving 
the transmission record in the communication control unit 
byway ofthe communication control unit, and a detection 
packet transmitting step of transmitting port detection 
packets used for detecting the position of the bubble 
35 packet transmitting port as the port in the communication 
control used in transmission ofthe bubble packet, to the 
server, before and after transmission ofthe bubble pack- 
et at the bubble packet transmitting step. 
[0278] The software for realizing the server in the pre- 
40 ferred embodiments is the following program. That is, the 
program is a program for causing the computer to exe- 
cute the process in a server for composing a communi- 
cation system comprising an information processor, a 
communication control unit for controlling the communi- 
^ cation ofthe information processor, and a server, and is 
intended to execute a step of receiving port detection 
packets transmitted from the infonnation processor be- 
fore and after transmission of bubble packet in order to 
detect the position of the bubble packet transmitting port 
50 as the port in the communication control used in trans- 
mission ofthe bubble packet transmitted by the informa- 
tion processor for leaving the transmission record in the 
communication control unit, and a step of detecting the 
position ofthe bubble packet transmitting port on the ba- 
ss sis of the port detection packet. 

[0279] The software for realizing the server in the pre- 
ferred embodiments is the following program. That is, the 
program is a program for causing the computer to exe- 
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cute the process in a server for composing a communi- 
cation system comprising an information processor, a 
communication control unit for controlling the communi- 
cation of the Information processor, and a server, and is 
intended to execute a step of receiving port detection 
pacl<ets transmitted from the information processor be- 
fore and after transmission of bubble packet in order to 
detect the position of the bubble packet transmitting port 
as the port In the communication control used in trans- 
mission of the bubble packet transmitted by the informa- 
tion processor for leaving the transmission record in the 
communication control unit, a step of detecting the posi- 
tion of the port of the communication control unit allowing 
to pass the port detection packet, and a step of transmlt- 
ting port differential information showing the position of 
the port of the communication control unit allowing to 
pass the e port detection packet to the infonnation proc- 
essor. 

[0280] In these programs, in the transmitting step of 
transmitting information or in the receiving step of receiv- 
ing infomnation, the process executed In the hardware, 
such as the process conducted in the modem or interface 
card at the transmitting step (the process executed only 
in the hardware) is not included. 
[0281] The program may be distributed by download- 
ing from the server or the like, or may be distributed by 
recording from a specified recording medium (for exam- 
ple, optical disk such as CD-ROM or magnetic disk, sem- 
iconductor memory, etc.). 

[0282] The computer for executing the program may 
be either one or plural. That Is, either concentrated proc- 
ess or discrete process may be applied. 

INDUSTRIAL APPLICABILITY 

[0283] As described herein. In the communication sys- 
tem and others by the invention, communication can be 

established between plural information processors by 
way of a communication control unit, and It Is very useful 
for communication between infonnation processors. 

Claims 

1 . A communication system comprising a first infonna- 
tion processor, a second information processor, a 
first communication control unit for controlling the 
communication of the first information processor, a 
secondcommunication control unltforcont rolling the 
communication of the second infonnation processor, 
and a server for establishing communication be- 
tween the first information processor and second in- 
formation processor, 

wherein the first information processor includes: 

a reference port receiver for receiving reference 
port information showing the position of the ref- 
erence port as the port in the second communi- 



cation control unit as the reference for target of 
transmission of bubble packet sent for leaving 
the transmission record In the first communica- 
tion unit, 

5 a bubble packet transmitter for transmitting the 

bubble packet to the second communication 
control unit by way of the first communication 
control unit on the basis of the reference port 
Information, 

'0 a detection packet transmitter for transmitting a 

port detection packet to the server for detecting 
the position of bubble packet transmitting port 
as the port of the first communication control unit 
used in transmission of the bubble packet, and 

15 a reply packet receiver for receiving a reply 

packet sent from the second information proc- 
essorby way of the second communication con- 
trol unit to the bubble packet transmitting port, 
the second information processor includes: 

20 

a reference port detection packet transmit- 
ter for transmitting reference port detection 
packet for detecting the position of refer- 
ence port, 

25 a bubble packet transmitting port receiver 

for receiving the bubble packet transmitting 
port information showing the position of 
bubble packet transmitting port, and 
a reply packet transmitter for transmitting a 

30 reply packet to the bubble packet transmit- 

ting port indicated by the bubble packet 
transmitting port information, and 
the server includes: 

35 a reference port detector for receiving 

the reference port detection packet 
sent from the second information proc- 
essor, and detecting the position of the 
reference port on the basis of the ref- 

40 erence port detection packet, 

a reference port transmitter for trans- 
mitting the reference port information 
showing the position of the reference 
port detected by the reference port de- 

^ tectorto the first information processor, 

a bubble packet transmitting port de- 
tector for receiving the port detection 
packet sent from the first information 
processor, and detecting the position 

50 of bubble packet transmitting port on 

the basis of the port detection packet, 
and 

abubble packet transmitting porttrans- 
mitterfortransmittlng the bubble packet 
55 transmitting port information to the sec- 

ond information processor. 

2. The communication system of claim 1 , 
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wherein the server further includes: 

a re-send instruction transmitter for transmitting 
a re-send instruction as an instruction for trans- 
mitting the bubble packet and port detection 5 
packet again to the first information processor 
in the case the position of the bubble packet 
transmitting port cannot be detected by the bub- 
ble packet transmitting port detector, 
the first information processor further includes: 

a re-send instruction receiver for receiving 
the re-send instruction sentfrom the server, 
the detection packet transmitter transmits 
the port detection packet again to the server 15 
when the re-send instruction receiver re- 
ceives the re-send instruction, and 
the bubble packet transmitter transmits the 
bubble packet again to the server when the 
re-send instruction receiver receives the re- 20 
send instruction. 



the port detection packet for detecting the posi- 
tion of the bubble packet transmitting port as the 
port of the first communication control unit used 
in transmission of bubble packet, and 
a reply packet receiver for receiving the reply 
packet transmitted from the second information 
processorto the bubble packet transmitting port 
by way of the second communication control 
unit. 

5. The first infonnation processor of claim 4, wherein 
the reference port is the latest port at the moment of 
transmission of the reference port detection packet 
for detecting the position of the reference port from 
the second information processor, among the ports 
assigned in the second communication control unit. 

6. The first information processor of claim 4 orS, where- 
in the detection packet transmitter transmits the port 
detection packet before andaftertransmission of the 
bubble packet by the bubble packet transmitter. 



3. The communication system of claim 1 or 2, 
wherein the first information processor further in- 
cludes: 25 

a re-reply packet transmitter for transmitting a 
re-reply packet to the port of the second com- 
munication control unit used in transmission of 
the reply packet when the reply packet receiver so 
receives the reply packet, and 
the second information processor further in- 
cludes: 

a re-reply packet receiver for receiving the 35 
re-reply packet. 

4. A first information processor communicating with a 
second information processor by way of a first com- 
munication control unit for controlling the communi- 
cation of thefirst information processorand a second 
communication control unit for controlling the com- 
munication of the second information processor, 
comprising: 

45 

a reference port receiver for receiving reference 
port information showing the position of refer- 
ence port as the port in the second communica- 
tion control unit as reference for target of trans- 
mission of bubble packet sent for leaving the so 
transmission record in the first communication 
control unit, 

a bubble packet transmitter for transmitting the 
bubble packet to the second communication 
control unit by way of the first communication 55 
control unit on the basis of the reference port 

information, 

a detection packet transmitter for transmitting 



7. The first infonnation processor of claim 6, wherein 
the bubble packet and port detection packet are 
transmitted by using different ports in the first com- 
munication control unit. 

8. The first information processor of claim 7, wherein 
the bubble packet and port detection packet are 
transmitted by using newly assigned ports in the first 
information processor. 

9. The first infonnation processor of claim 4, further 
comprising: 

a re-send instruction receiver for receiving a re- 
send instruction as an instruction f ortransmitting 
the bubble packet and port detection packet 
again, 

wherein the detection packet transmitter for 
transmitting the port detection packet again 
when the re-send instruction receiver receives 
the re-send instruction, and 
the bubble packet transmittertransmits the bub- 
ble packet again when the re-send instruction 
receiver receives the re-send instruction. 

10. The first information processor of claim 4, further 
comprising: 

a port number differential detection packet 
transmitter for transmitting the port number dif- 
ferential detection packet for detecting the port 
number differential in the first communication 
control unit by way of the first communication 
control unit. 

11. The first information processor of claim 4, wherein 
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the bubble packet transmitting target port as the tar- 
get port fortransmitting the bubble packet in the sec- 
ond communication control unit is a port assigned 
after specified port assignment from the reference 
port. 5 

12. The first information processor of claim 1 1, further 
comprising a port number differential receiver for re- 
ceiving port number differential information as the 
information showing the port number differential in 'o 
the second communication control unit, 

wherein the bubble packet transmitter transmits the 
bubble packet to the bubble packet transmitting tar- 
get port of which port interval to the reference port 
is M times of port number differential (M being an 15 
integer of 1 or more) indicated by the port number 
differential information. 

13. The first infonnation processor of claim 4, further 
comprising a re-reply packettransmitterfortransmit- 20 
ting a re-reply packet to the port of the second com- 
munication control unit used in transmission of the 
reply packet when the reply packet receiver receives 

the reply packet. 

25 

14. A first information processor communicating with a 
second infonnation processor by way of a first com- 
munication control unit for controlling the communi- 
cation of the first information processor and asecond 
communication control unit for controlling the com- so 
munication of the second information processor, 
wherein thefirst communication control unit receives 

a bubble packet for leaving the transmission record 
in the second communication control unit from the 
second information processor by way of the second 35 
communication control unit, further including: 

a reference port detection packet transmitter for 
transmitting reference port detection packet for 
detecting the position of reference port as the 40 
port in the first communication control unit as 
the reference for target of transmission of the 
bubble packet, 

a bubble packet transmitting port receiverfor re- 
ceiving the bubble packet transmitting port in- ^ 
formation showing the position of bubble packet 
transmitting port as the port of the second com- 
munication control unit used in transmission of 
the bubble packet from the second information 
processor, and so 
a reply packet transmitterfortransmitting a reply 
packet to the bubble packet transmitting port in- 
dicated by the bubble packet transmitting port 
information. 

55 

15. The first information processor of claim 14, wherein 
the reply packet transmittertransmits the reply pack- 
et by using N different ports (N being an integer of 2 



or more) of the first communication control unit. 

16. The first infonnation processor of claim 15, wherein 
the N ports are newly assigned in the first commu- 
nication control unit when transmitting the reply 
packet. 

17. The first information processor of claim 15 or 16, 
wherein the number N is more than the number of 

ports that can be assigned from the reference port 
to the port for transmitting the bubble packet. 

18. The first infonnation processor of claim 14, further 
comprising: 

a re-reply packet receiverfor receiving a re-reply 
packet sent from the second information proc- 
essor to the port of the first communication con- 
trol unit used in transmission of the reply packet. 

19. The first infonnation processor of claim 14, further 
comprising: 

a port number differential detection packet 
transmitter for transmitting the port number dif- 
ferential detection packet for transmitting the 
port number differential in the first communica- 
tion control unit by way of the first communica- 
tion control unit. 

20. A server for establishing communication between a 
first information processor and a second information 

processor by way of a first communication control 
unit for controlling communication of the first infor- 
mation processor and asecond communication con- 
trol unit for controlling communication of the second 
infonnation processor, comprising: 

a reference port detector for receiving a refer- 
ence port detection packet sent from the second 
infonnation processor by way of the second 
communication control unit, in order to detect 

the position of the reference port as the port in 
the second communication control unit as the 
reference for target of transmission of bubble 
packet sent from the first information processor 
for leaving transmission record in the first com- 
munication control unit, and detecting the posi- 
tion of the reference port on the basis of the ref- 
erence port detection packet, 
a reference port transmitter for transmitting the 
reference port information showing the position 
of the reference port detected by the reference 
port detector to the first infonnation processor, 
a bubble packet transmitting port detector for 
receiving the port detection packet sent from the 
first information processor, in order to detect the 
position of the bubble packet transmitting port 
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as the port in the first communication control unit 
used in transmission of bubble pacl<et from the 
first information processor to the second com- 
munication control unit, and detecting the posi- 
tion of the bubble packet transmitting port on the s 
basis of the port detection pacl<et, and 
a bubble packet transmitting port transmitter for 
transmitting bubble packet transmitting port in- 
fomiation showing the position of the bubble 
packet transmitting port detected by the bubble 'o 
packet transmitting port detector to the second 
information processor. 



21. The server of claim 20, further comprising: 

a re-send instruction transmitter for transmitting 
a re-send instruction as an instruction for trans- 
mitting the bubble packet and port detection 
packet again to the first infonnation processor 
in the case the position of the bubble packet 
transmitting port cannot be detected by the bub- 
ble packet transmitting port detector. 

22. The server of claim 20 or 21, wherein the bubble 
packet transmitting port detector receives the port 
detection packets sent before and aftertransmission 
of the bubble packet, and judges if two ports in the 
first communication control unit used in transmission 
of port detection packets and the bubble packet 
transmitting port are consecutive or not, and if con- 
secutive, the position of the port enclosed by two 
ports is detected as the position of the bubble packet 
transmitting port. 

23. The server of claim 22, wherein the bubble packet 
transmitting port detector judges as being consecu- 
tive when the Interval of two ports of the first com- 
munication control unit used in transmission of port 
detection packets is 2 times of port number differen- 
tial of the first communication control unit. 

24. The server of claim 23, further comprising: 

a first port number differential detector for re- 
ceiving a first port number differential detection 
packet sent from the first information processor 
by way of the first communication control unit, 
and detecting the port number differential in the 
first communication control unit on the basis of 
the first port number differential detection pack- 
et, 

wherein the bubble port transmitting packet detector 
judges by using the port numberdifferential detected 
by the first port number differential detector. 

25. The server of claim 20, further comprising: 



a second port number differential detector for 
receiving a second port number differential de- 
tection packet sent from the second information 
processor by way of the second communication 
control unit, and detecting the port number dif- 
ferential in the second communication control 
unit on the basis of the second port number dif- 
ferential detection packet, and 
a port number differential transmitter for trans- 
mitting the port number differential information 
showing the port number differential detected 
by the second port number differential detector 
to the first information processor. 

'5 26. A communication method of establishing communi- 
cation between a first information processor and a 
second information processor by way of a first com- 
munication control unit for controlling the communi- 
cation of thefirstinformation processor and a second 

20 communication control unit for controlling the com- 
munication of the second information processor, 
comprising: 

a reference port detection packet transmitting 
25 step of transmitting a reference port detection 

packetfor detecting the position of the reference 
port as the port In the second communication 
control unit as the reference for target of trans- 
mission of bubble packet sent by the first infor- 
30 mation processor for leaving the transmission 

record In the first communication control unit by 
the second infonnation processor byway of the 
second communication control unit, 
a reference port detecting step of receiving the 
35 reference port detection packet, and detecting 

the position of the reference port, 
a reference port transmitting step of transmitting 
the reference portinformation as the information 
showing the position of the reference port de- 
40 tected at the reference port detecting step, 

a reference port receiving step of receiving the 
reference port information, 
a bubble packet transmitting step of transmitting 
the bubble packetto the second communication 
45 control unit by way of the first communication 

control unit on the basis of the reference port 
infonnation received at the reference port re- 
ceiving step by the first information processor, 
a bubble packet transmitting port detecting step 
50 of detecting the position of the bubble packet 

transmitting port as the port of the first commu- 
nication control unit used in transmission of the 
bubble packet, 

a bubble packet transmitting port transmitting 
55 step of transmitting the bubble packet transmit- 

ting port information showing the position of the 
bubble packet transmitting port detected at the 
bubble packet transmitting port detecting step, 
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a bubble packet transmitting port receiving step 
of receiving the bubble pacl<et transmitting port 
information, and 

a reply step of transmitting a reply packet from 

the second information processor to the bubble 5 
packet transmitting port indicated by the bubble 
packet transmitting port information received at 
the bubble packet transmitting port receiving 
step. 

10 

27. The communication method of claim 26, wherein the 
bubble packet transmitting port detecting step in- 
cludes: 

afirsttransmittingstep of transmitting a first port '5 
detection packet for specifying the bubble pack- 
et transmitting port from the first information 
processor by way of the first communication 
control unit before transmission of bubble pack- 
et, 20 
a first detecting step of receiving the first port 
detection packet and detecting the position of 
the first port as the port of the first communica- 
tion control unit used in transmission of the first 
port detection packet, 25 
a second transmitting step of transmitting a sec- 
ond port detection packet for specifying the bub- 
ble packet transmitting port from the first infor- 
mation processor by way of the first communi- 
cation control unit after transmission of bubble so 
packet, 

a second detecting step of receiving the second 

port detection packet and detecting the position 
of the second port as the port of the first com- 
munication control unit used in transmission of 35 
the second port detection packet, and 
a port detecting step of detecting the position of 
the bubble packet transmitting port on the basis 
of the position of the first port and the position 
of the second port. 40 

28. The communication method of claim 27, wherein the 
bubble packettransmitting port detsctingstep further 

includes: 

45 

ajudgingstepofjudgingifthefirstportandsec- 
ond port detected at the first detecting step and 
second detecting step, and the bubble packet 
transmitting port are consecutive or not, and 
the port detecting step is characterized by de- so 
tecting the position of the bubble packet trans- 
mitting port when judged to be consecutive at 
the judging step. 

29. The communication method of claim 28, wherein if ss 

judged not to be consecutive at the judging step, the 
process of the first transmitting step, first detecting 
step, bubble packettransmitting step, second trans- 



mitting step, second detecting step, and judging step 
is repeated until judged to be consecutive atthejudg- 
ing step. 

30. The communication method of any one of claims 26 
to 29, further comprising: 

a first address acquiring step of acquiring the 
address of the second communication control 
unit by the first information processor, 

wherein the bubble packettransmitting step is char- 
acterized by transmitting the bubble packet to the 
address acquired at the first address acquiring step. 

31 . The communication method of claim 26, further com- 
prising: 

a second address acquiring step of acquiring 
the address of the first communication control 
unit by the second infonnation processor, 

wherein the reply step is characterized by transmit- 
ting the reply packet to the address acquired at the 
second address acquiring step. 

32. The communication method of claim 26, wherein the 

process of each step is executed again if failing to 
establish communication between the first informa- 
tion processor and second information processor by 
transmission of reply packet at the reply step. 

33. The communication method of claim 26, furthercom- 
prising: 

a reply receiving step of receiving the reply pack- 
et, and 

a re-reply step of sending a re-reply packet to 
the port of the second communication control 
unit used in transmission of the reply packet by 
the first information processor when the reply 
packet is received at the reply packet receiving 
step. 

34. The communication method of claim 33, wherein the 

process of each step is executed again if failing to 
establish communication between the first informa- 
tion processor and second information processor by 
transmission of reply packet at the reply step. 

35. A program for causing a computer to execute the 
process in a first information processor for commu- 
nicating with asecond information processor by way 
of a first communication control unit for controlling 
the communication of the first information processor 
and a second communication control unit for control- 
ling the communication of the second information 
processor, wherein the computer executes: 
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a reference port receiving step of receiving the 
reference port information stiowing the position 
of the reference port as the port in the second 
communication control unit as the reference for 
target of transmission of bubble pacl<et trans- 5 
mitted for leaving the communication record in 
the first communication control unit, 
a bubble packet transmitting step of transmitting 
the bubble packet to the second communication 
control unit by way of the first communication 'o 
control unit on the basis of the reference port 
information, 

a detection packet transmitting step of transmit- 
ting a port detection packet for detecting the po- 
sition of bubble packet transmitting port as the '5 
port of the first communication control unit used 
In transmission of the bubble packet, and 
a reply packet receiving step of receiving the 
reply packet transmitted to the bubble packet 
transmitting port from the second information 20 
processor by way of the second communication 
control unit. 

36. The program of claim 35, wherein the reference port 

is the latest port at the moment of transmission of 25 
the reference port detection packet for detecting the 
position of the reference port from the second Infor- 
mation processor among the ports assigned In the 
second communication control unit. 

30 

37. The program of claim 35 or 36, wherein the detection 
packet transmitting step Is characterized by trans- 
mission of port detection packet before and after 
transmission of bubble packet at the bubble packet 
transmitting step. 35 

38. The program of claim 37, wherein the bubble packet 

and port detection packet are transmitted by using 
different ports in the first communication control unit. 

40 

39. The program of claim 38, wherein the bubble packet 
and port detection packet are transmitted by using 
newly assigned ports in the first information proces- 
sor. 

45 

40. The program of claim 35, wherein the computer fur- 
ther executes: 

a re-send instruction receiving step of receiving 
a re-send Instruction for transmitting the bubble so 
packet and port detection packet again, 
the detection packet transmitting step is char- 
acterized by transmitting the port detection 
packet again when the re-send Instruction is re- 
ceived at the re-send instruction receiving step, ss 
and 

the bubble packet transmitting step Is charac- 
terized by transmitting the bubble step again 



when the re-send instruction is received at the 
re-send instruction receiving step. 

41. The program of claim 35, wherein the computer fur- 
ther executes: 

a port number differential detection packet 
transmitting step of transmitting the port number 
differential detection packet for detecting the 
port number differential in the first communica- 
tion control unit by way of the first communica- 
tion control unit. 

42. The program of claim 35, wherein the bubble packet 

transmitting target port as the target port for trans- 
mitting the bubble packet in the second communica- 
tion control unit is a port assigned after specified port 
assignment from the reference port. 

43. The program of claim 42, wherein the computer fur- 
ther executes: 

a port number differential receiving step of re- 
ceiving port number differential information as 
the information showing the port number differ- 
ential In the second communication control unit, 
and 

the bubble packet transmitting step is charac- 
terized by transmitting the bubble packet to the 
bubble packet transmitting target port of which 
port interval to the reference port is M times of 
port number differential (M being an Integer of 
1 or more) indicated by the port number differ- 
ential Information. 

44. The program of claim 35, wherein the computer fur- 
ther executes: 

a re-reply packet transmitting step of transmit- 
ting a re-reply packet to the port of the second 
communication control unit used in transmission 
of the reply packet when the reply packet is re- 
ceived at the reply packet receiving step. 

45. A program for causing a computer to execute the 

process in a first Information processor for commu- 
nicating with a second information processor by way 
of a first communication control unit for controlling 
the communication of the first infomiation processor 
and a second communication control unit for control- 
ling the communication of the second Information 
processor, 

wherein the first communication control unit receives 
a bubble packet for leaving the transmission record 
In the second communication control unit from the 
second information processor by way of the second 
communication control unit, further executing: 
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46. The program of claim 45, wherein the reply packet 
transmitting step is characterized by transmitting 20 
the reply packet by using N different ports (N being 

an integer of 2 or more) of the first communication 
control unit. 

47. The program of claim 46, wherein the N ports are 25 
newly assigned in the first communication control 
unit when transmitting the reply packet. 

48. The program of claim 46 or 47, wherein the number 

N is more than the number of ports that can be as- so 
signed from the reference port to the port for trans- 
mitting the bubble packet in the first communication 
control unit. 

49. The program of claim 45, wherein the computer fur- 35 
ther executes: 



50. The program of claim 45, wherein the computer fur- 
ther executes: ^ 

a port number differential detection packet 
transmitting step of transmitting the port number 
differential detection packet for transmitting the 
port number differential in the first communica- 
tion control unit by way of the first communica- 
tion control unit. 

51. A program for causing a computer to execute the 
process in a server for establishing communication 
between a first information processor and a second 
information processor by way of a first communica- 
tion control unit for controlling communication of the 



first infomnation processor and a second communi- 
cation control unit for controlling communication of 
the second information processor, 
wherein the computer executes: 

a reference port detecting step of receiving a 
reference port detection packet sent from the 
second information processor by way of the sec- 
ond communication control unit, in order to de- 
tect the position of the reference port as the port 
in the second communication control unit as the 
reference for target of transmission of bubble 
packet sent from the first information processor 
for leaving transmission record in the first com- 
munication control unit, and detecting the posi- 
tion of the reference port on the basis of the ref- 
erence port detection packet, 
a reference port transmitting step of transmitting 
the reference port information showing the po- 
sition of the reference port detected by the ref- 
erence port detectorto the first information proc- 
essor, 

a bubble packet transmitting port detecting step 
of receiving the port detection packet sent from 
the first information processor, In orderto detect 
the position of the bubble packet transmitting 
port as the port in thef irst communication control 
unit used in transmission of bubble pacl<et from 
the first information processor to the second 
communication control unit, and detecting the 
position of the bubble packet transmitting port 
on the basis of the port detection packet, and 
a bubble packet transmitting port transmitting 
step of transmitting bubble packet transmitting 
port information showing the position of the bub- 
ble packettransmitting port detected by the bub- 
ble packet transmitting port detector to the sec- 
ond information processor. 

52. A communication system comprising a first informa- 
tion processor, a second information processor, a 
first communication control unit for controlling the 
communication of the first information processor, a 
second communication control unitforcontrolling the 
communication of the second infonnation processor 
and a server for establishing communication be- 
tween the first information processor and second in- 
formation processor, 

wherein the first Information processor includes: 



a reference port receiverfor receiving reference 
port information showing the position of the ref- 
erence port as the port in the second communi- 
cation control unit as the reference for target of 
55 transmission of bubble packet sent for leaving 

the transmission record in the first communica- 
tion unit, 

a bubble packet transmitter for transmitting the 



a reference port detection packet transmitting 
step of transmitting reference port detection 
packet for detecting the position of reference 
port as the port in the first communication control 
unit as the reference for target of transmission s 
of the bubble packet, 

a bubble packet transmitting port receiving step 
of receiving the bubble packet transmitting port 
information showing the position of bubble pack- 
et transmitting port as the port of the second 'o 
communication control unit used in transmission 
of the bubble packet from the second informa- 
tion processor, and 

a reply packet transmitting step of transmitting 
a reply packet to the bubble packet transmitting 15 
port indicated by the bubble packet transmitting 
port information. 



a re-reply packet receiving step of receiving a 
re-reply packetsent from thesecond information 
processor to the port of the first communication 40 
control unit used in transmission of the reply 
packet. 
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bubble packet to the second communication 
control unit by way of the first communication 
control unit on the basis of the reference port 
information, 

a detection packet transmitter for transmitting a 5 
port detection packet to the sen/er for detecting 
the position of bubble packet transmitting port 
as the port of thefirst communication control unit 
used in transmission of the bubble packet, 
a reply packet receiver for receiving a reply 'o 
packet sent from the second information proc- 
essor by way of the second communication con- 
trol unit to the bubble packet transmitting port, 
a detection port information receiver for receiv- 
ing the detection port information showing the 15 
position of the port of the first communication 
control unit allowing to pass the port detection 
packet, 

a bubble packet transmitting port detector for 
detecting the position of the bubble packet trans- 20 
mitting port on the basis of the detection port 
information received in the detection port infor- 
mation receiver, and 

a bubble packet transmitting port transmitter for 
transmitting the bubble packet transmitting port 25 
Infomriation showing the position of the bubble 
packet transmitting port detected by the bubble 
packet transmitting port detector to the second 
information processor by way of the server, 
the second information processor includes: so 

a reference port detection packet transmit- 
ter for transmitting reference port detection 
packet for detecting the position of refer- 
ence port, 35 
a bubble packet transmitting port receiver 
for receiving the bubble packet transmitting 
port information showing the position of 
bubble packet transmitting port, and 
a reply packet transmitter for transmitting a 40 
reply packet to the bubble packet transmit- 
ting port indicated by the bubble packet 
transmitting port information, and 
the server includes: 

45 

a reference port detector for receiving 
the reference port detection packet 
sent from the second information proc- 
essor and detecting the position of the 
reference port on the basis of the ref- so 
erence port detection packet, 
a reference port transmitter for trans- 
mitting the reference port information 
showing the position of the reference 
port detected by the reference port de- ss 
tector to the first information processor, 
a detectorfor detecting port numberfor 
receiving the port detection packet sent 



from the first information processor and 
detecting the position of the port of the 
first communication control unit allow- 
ing to pass the port detection packet on 
the basis of the port detection packet, 
and 

a port number information transmitter 
for port differential detection for trans- 
mitting the detection port information 
showing the position of the port detect- 
ed by the detector for detecting port 
number to the first information proces- 
sor. 

53. The first infonnatlon processor of claim 4, further 
comprising: 

a detection port information receiver for receiv- 
ing the detection port infonnation showing the 
position of the first communication control unit 
allowing to pass the port detection packet, 
a bubble packet transmitting port detector for 
detecting the position of the bubble packet trans- 
mitting port on the basis of the detection port 
infonnation received in the detection port infor- 
mation receiver, and 

a bubble packet transmitting port transmitter for 

transmitting the bubble packet transmitting port 
information showing the position of the bubble 
packet transmitting port detected in the bubble 
packet transmitting port detector. 

54. The first information processor of claim 53, wherein 
the bubble packet transmitting port detector, if failing 
to detect the position of the bubble packet transmit- 
ting port, transfers a re-send instruction of the port 
detection packet to the detection packet transmitter, 
and transfers a re-send instruction of the bubble 
packet to the bubble packet transmitter, 

the detection packet transmitter transmits the port 
detection packet again according to the instruction, 
and 

the bubble packet transmitter transmits the bubble 
packet again according to the instruction. 

55. The first information processor claim of 53 or 54, 
further comprising: 

a port number differential detection packet 
transmitterfortransmittingaport number differ- 
ential detection packet for detecting the port 
number differential in the first communication 
control unit by way of the first communication 
control unit, 

a port differential information receiverfor receiv- 
ing the port differential information showing the 
position of the port of the first communication 
control unit allowing to pass the port number dif- 
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ferential detection packet, and 
a port number differential detector for detecting 
the port nunnber differential In the first commu- 
nication control unit on the basis of the port dif- 
ferential information received in the port differ- s 
ential information receiver, 

wherein the bubble packet transmitting port detector 
detects the position of the bubble packet transmitting 
port by using the port number differential in the first 'o 
communication control unit detected in the port 
number differential detector. 

56. The first Information processor of claim 1 9, further 
comprising: '5 

a port differential Information recelverfor receiv- 
ing the port differential information showing the 
position of the port of the first communication 
control unit allowing to pass the port number dif- 20 
ferential detection packet, 
a port number differential detector for detecting 
the port number differential In the first commu- 
nication control unit on the basis of the port dif- 
ferential information received in the port differ- 25 
ential information receiver, and 
a port number differential Information transmitter 
for transmitting the port number differential in- 
formation showing the port number differential 
in the first communication control unit detected so 
In the port number differential detector. 

57. A server for establishing communication between a 
first information processor and a second information 
processor by way of a first communication control 35 
unit for controlling communication of the first Infor- 
mation processor and a second communication con- 
trol unit for controlling communication of the second 
information processor, comprising: 

40 

a reference port detector for receiving a refer- 
ence port detection packet sent from the second 

information processor by way of the second 
communication control unit, In order to detect 
the position of the reference port as the port In ^ 
the second communication control unit as the 
reference for target of transmission of bubble 
packet sent from the first information processor 
for leaving transmission record in the first com- 
munication control unit, and detecting the posi- so 
tion of the reference port on the basis of the ref- 
erence port detection packet, 
a reference port transmitter for transmitting the 
reference port infomnatlon showing the position 
of the reference port detected by the reference ss 
port detector to the first information processor, 
a detectorf 0 r detecti ng port n umber for recelvl ng 
the port detection packet sent from the first in- 



formation processor. In order to detect the posi- 
tion of the bubble packet transmitting port as the 
port In the first communication control unit used 
In transmission of the bubble packet from the 
first infonnation processor to the second com- 
munication control unit, and detecting the posi- 
tion of the port of the first communication control 
unit allowing to pass the port detection packet 
on the basis of the port detection packet, and 
a port number information transmitter for port 
differential detection for transmitting the detec- 
tion port information showing the position of the 
port detected by the detector for detecting port 
number to the first Information processor. 

58. The server of claim 57, further comprising: 

a first port number differential detector for re- 
ceiving a first port number differential detection 
packet sent from the first information processor 
by way of the first communication control unit 
and detecting the position of the port in the first 
communication control unit allowing to pass the 
first port number differential detection packet on 
the basis of the first port number differential de- 
tection packet, and 

a first port number differential information trans- 
mitter for transmitting the port number differen- 
tial detection information showing the position 
of the port detected by the first port number dif- 
ferential detector to the first Infomnatlon proces- 
sor. 

59. The server of claim 57 or 5B, further comprising: 

a second port number differential detector for 
receiving a second port number differential de- 
tection packet sent from the second information 
processor by way of the second communication 
control unit, and detectlngthe position of the port 
In the second communication control unit allow- 
ing to pass the second port number differential 
detection packet on the basis of the second port 
number differential detection packet, and 
a second port number differential Infomnatlon 
transmitter for transmitting the port number dif- 
ferential detection information showing the po- 
sition of the port detected by the second port 
number differential detector to the second infor- 
mation processor. 

60. The program of claim 35, wherein the computer fur- 
ther executes: 

a port differential Information receiving step of 

receiving the port differential information show- 
ing the position of the port of the first communi- 
cation control unit allowing to pass the port de- 
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tection packet, 

a bubble packet transmitting port detecting step 
of detecting the position of the bubble packet 
transmitting port on the basis of the port differ- 
ential information received at the port differential 
information receiving step, and 
a bubble packet transmitting port transmitting 
step of transmitting the bubble packet transmit- 
ting port infonnation showing the position of the 
bubble packet transmitting port detected at the 
bubble packet transmitting port detecting step. 

61. The program of claim 60, wherein at the detection 
packet transmitting step, if the position of the bubble 
packet transmitting port cannot be detected at the 
bubble packet transmitting port detecting step, the 
port detection packet Is transmitted again, or 

at the bubble packet transmitting step, if the position 
of the bubble packet transmitting port cannot be de- 
tected at the bubble packet transmitting port detect- 
ing step, the bubble packet is transmitted again. 

62. The program of claim 60 or 61 , wherein the computer 
further executes: 

a port number differential detection packet 
transmitting step of transmitting a port number 

differential detection packet for detecting the 
port number differential in the first communica- 
tion control unit by way of the first communica- 
tion control unit, 

a port differential information receiving step of 

receiving the port differential information show- 
ing the position of the port of the first communi- 
cation control unit allowing to pass the port 
number differential detection packet, and 
a port number differential detecting step of de- 
tecting the port number differential in the first 
communication control unit on the basis of the 
port differential Information received in the port 
differential information receiver, and 
the bubble packet transmitting port detecting 
step is characterized by detecting the position 
of the bubble packet transmitting port by using 
the port number differential in the first commu- 
nication control unit detected at the port number 
differential detecting step. 

63. The program of claim 50, wherein the computer fur- 
ther executes: 

a port differential information receiving step of 
receiving the port differential information show- 
ing the position of the port of the first communi- 
cation control unit allowing to pass the port 
number differential detection packet, 
a port number differential detecting step of de- 
tecting the port number differential in the first 



communication control unit on the basis of the 
port differential information received in the port 
differential information receiver, and 
a port number differential transmitting step of 
5 transmittingthe port numberdifferential informa- 

tion showing the port number differential in the 
first communication control unit detected at the 
port number differential detecting step. 

'0 64. A program for causing a computer to execute the 
process in a server for establishing communication 
between a first information processor and a second 
infonnation processor by way of a first communica- 
tion control unit for controlling communication of the 
15 first information processor and a second communi- 
cation control unit for controlling communication of 
the second Infonnation processor, 
wherein the computer executes: 

20 a reference port detecting step of receiving a 

reference port detection packet transmitted from 
the second infonnation processor byway of the 
second communication control unit, in order to 
detect the position of the reference port as the 
25 port in the second communication control unit 

as the reference for target of transmission of 
bubble packet transmitted by the first infonna- 
tion processor for leaving the transmission 
record in the first communication control unit, 
30 and detecting the position of the reference port 

on the basis of the reference port detection pack- 
et, 

a reference port transmitting step of transmitting 
the reference port information showing the po- 
35 sition of the reference port detected at the ref- 

erence port detecting step to thefirst information 
processor, 

a detection port detecting step of receiving the 
port detection packet sent from the first informa- 
40 tlon processor, in order to detect the position of 

the bubble packet transmitting port as the port 
in the first communication control unit used in 
transmission of the bubble packet from the first 
information processor to the second communi- 
'f5 cation control unit, and detecting the position of 

the port of the first communication control unit 
allowing to pass the port detection packet on the 
basis of the port detection packet, and 
a detection port infonnation transmitting step of 
50 transmittingthe detection port information show- 

ing the position of the port detected by the de- 
tector for detecting port number to the first infor- 
mation processor. 

55 65. A communication system comprising an information 

processor, a communication control unit for control- 
ling the communication of the information processor 
and a server. 
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wherein the information processor includes: 

a bubble packet transmitter for transmitting a 
bubble packet for leaving the transmission 
record in the communication control unit by way 
of the communication control unit, and 
a detection packet transmitter for transmitting a 
port detection packet used in detection of posi- 
tion of bubble packet transmitting port as the port 
of the communication control unit used in trans- 
mission of the bubble packet to the server, be- 
fore and after transmission of bubble packet by 
the bubble packet transmitter. 

66. The communication system of claim 65, wherein the 
bubble packet and port detection packet are trans- 
mitted by using newly assigned ports in the infonna- 
tion processor. 

67. The communication system of claim 65, wherein the 
server further comprises: 

a bubble packet transmitting port detector for 
receivlngthe port detection packet sent from the 
Information processoranddetectlngthe position 
of the bubble packet transmitting port on the ba- 
sis of the port detection packet. 

68. The communication system of claim 67, wherein the 
server further comprises: 

a bubble packet transmitting port transmitter for 

transmitting the bubble packet transmitting port 
information showing the position of the bubble 
packet transmitting port. 

69. The communication system of claim 67, wherein the 
server further comprises: 

a re-send instruction transmitter for transmitting 
a re-send instruction as an instruction for trans- 
mitting the bubble packet and port detection 

packet again to the information processor in the 
case the position of the bubble packet transmit- 
ting port cannot be detected by the bubble pack- 
et transmitting port detector, 
the Information processor further includes: 

a re-send instruction receiver for receiving 
the re-send instruction sentfrom the server, 
the detection packet transmitter transmits 
the port detection packet again to the server 
when the re-send instruction receiver re- 
ceives the re-send instruction, and 
the bubble packet transmitter transmits the 
bubble packet again to the server when the 
re-send instruction receiver receives the re- 
send instruction. 



70. The communication system of claim 67, 
wherein the bubble packet transmitting port detector 
detects the position of the bubble packettransmitting 
port by using the port number differential of the com- 

5 munication control unit. 

71. The communication system of claim 70, 
wherein the infonnation processor further Includes: 

'0 a port number differential detection packet 

transmitter for transmitting the port number dif- 
ferential detection packet for detecting the port 
with in the communication control unit by way of 
the communication control unit, 
15 the server further includes: 

a port number differential detector for re- 
ceiving the port number differential detec- 
tion packet and detecting the port number 
20 differential of the communication control 

unit on the basis of the port number differ- 
ential detection packet, and 
the bubble packettransmitting port detector 
detects the position of the bubble packet 
25 transmitting port by using the port number 

differential detected by the port number dif- 
ferential detector. 

72. The communication system of claim 65 or 66, 
30 wherein the infonnation processor further includes: 

a port differential information receiverfor receiv- 
ing the port differential information showing the 
position of the port of the communication control 
35 unit allowing to pass the port number differential 

detection packet, and 

a bubble packet transmitting port detector for 
detecting the position ofthe bubble packettrans- 
mitting port on the basis of the port differential 
40 infonnation received in the port differential infor- 

mation receiver, and 
the server further includes: 

a detector for detecting port number for re- 
'f5 ceiving the port detection packet and de- 

tecting the position of the port of the com- 
munication control unit ailowing to pass the 
port detection packet, and 
a port number information transmitter for 
50 port differential detection for transmitting 

the detection port information showing the 
position of the port detected by the detector 
for detecting port numberto the information 
processor 

55 

73. The communication system of claim 72, wherein the 
infonnation processor further Includes: 
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a bubble packet transmitting port transmitter for 
transmitting tlie bubble packet transmitting port 
information showing the position of the bubble 
packet transmitting port. 

74. The communication system of claim 72, wherein the 
detection packettransmittersendsthe port detection 
packet again when failing to detect the position of 
the bubble packet transmitting port by the bubble 
packet transmitting port detector, and 

the bubble packettransmittersends the bubble pack- 
et again when failing to detect the position of the 
bubble packet transmitting port by the bubble packet 
transmitting port detector. 

75. The communication system of claim 72, wherein the 
bubble packet transmitting port detector detects the 
position of the bubble packet transmitting port by us- 
ingtheport numberdifferential ofthecommunication 
control unit. 

76. The communication system of claim 75, wherein the 
information processor further includes: 



asecond information processorincluding abub- 
ble packet transmitting port receiver for receiv- 
ing the bubble packet transmitting port informa- 
tion, and 

5 a reply packet transmitter fortransmitting a reply 

packet to the bubble packet transmitting port in- 
dicated by the bubble packet transmitting port 
information, 

10 wherein the infomnation processor further includes: 

a reply packet receiver for receiving a reply 
packet transmitted from the second information 
processor. 

15 

78. An information processorfor composing the commu- 
nication system of claim 65. 

79. A second information processor for composing the 
20 communication system of claim 77. 

80. A server for composing the communication system 
of claim 65. 



20 



a port number differential detection packet 25 
transmitter for transmitting a port number differ- 
ential detection packet for detecting the port 
number differential in the communication control 
unit by way of the communication control unit, 
a port differential information receiver for receiv- so 
ing the port differential information showing the 
position of the port of the communication control 
unit allowing to pass the port numberdifferential 
detection packet, and 

a port number differential detector for detecting 35 
the port number differential in the communica- 
tion control unit on the basis of the port differen- 
tial information received in the port differential 
information receiver, 

the server further comprises a port differential 40 
information detector for receiving the port 
numberdifferential detection packet and detect- 
ing the position of the port of the communication 
control unit allowing to pass the port number dif- 
ferential detection packet, and ^ 
a port number information forport differential de- 
tection fortransmitting the port differential infor- 
mation showing the position of the port detected 
by the port differential information detector to 
the information processor, and so 
the bubble packet transmitting port detector de- 
tects the position of the bubble packet transmit- 
ting port by using the port number differential in 
the communication control unit detected in the 
port number differential detector. ss 

77. The communication system of claim 73, further com- 
prising: 



81. A communication method used in an information 
processor composing a communication system 
comprising an information processor, a communica- 
tion control unit for controlling the communication of 
the information processor and a server, comprising: 

a bubble packet transmitting step of transmitting 
a bubble packet for leaving the transmission 
record in the communication control unit byway 
ofthecommunication control unit, and 
a detection packet transmitting step of transmit- 
ting the port detection packet used for detection 
of position of the bubble packet transmitting port 
as the port of the communication control unit 
used in transmission of the bubble packet to the 
server, before and after transmission of bubble 
packet at the bubble packet transmitting step. 

82. The communication method of claim 81 ,furthercom- 
prising: 

a detection port infonnation receiving step of re- 
ceiving the detection port information showing 
the position of the port of the communication 
control unit allowing to pass the port detection 
packet, and 

a bubble packet transmitting port detecting step 
of detecting the position of the bubble packet 
transmitting port on the basis of the detection 
port infonnation received at the detection port 
information receiving step. 

83. The communication method of claim 82, further com- 
prising: 
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a bubble packet transmitting port transmitting 
step of transmitting the bubble packet transmit- 
ting port information showing the position of the 
bubble packet transmitting port detected at the 
bubble packet transmitting port detecting step. s 

84. A communication method used in a server for com- 
posing a communication system comprising an in- 
formation processor, a communication control unit 
for controlling the communication of the information 
processor, and a server, comprising: 

a step of receiving port detection packets trans- 
mitted from the information processor before 
and aftertransmission of bubble packet in order 15 
to detect the position of the bubble packet trans- 
mitting port as the port in the communication 
control used in transmission of the bubble pack- 
et transmitted by the infonnation processor for 
leaving the transmission record in the commu- 20 
nication control unit, and 
a step of detecting the position of the bubble 
packet transmitting port on the basis of the port 
detection packet. 

25 

85. A communication method used in a server for com- 
posing a communication system comprising an in- 
formation processor, a communication control unit 
for controlling the communication of the information 
processor and a server, comprising: so 

a step of receiving port detection packets trans- 
mitted from the information processor before 
and aftertransmission of bubble packet in order 
to detect the position of the bubble packet trans- 35 
mitting port as the port in the communication 
control used in transmission of the bubble pack- 
et transmitted by the information processor for 
leaving the transmission record in the commu- 
nication control unit, 40 
a step of detecting the position of the port of the 
communication control unit allowing to pass the 
port detection packet, and 
astep of transmitting port differential information 
showing the position of the port of the commu- ^ 
nication control unit allowing to pass the port de- 
tection packet to the information processor. 

86. A program for causing a computer to execute the 
process in an information processor for composing so 

a communication system comprising an information 
processor, a communication control unit for control- 
ling the communication of the information processor 
and a server, wherein the computer executes: 

55 

a bubble packet transmitting step of transmitting 
a bubble packet for leaving the transmission 
record in the communication control unit by way 



of the communication control unit, and 
a detection packet transmitting step of transmit- 
ting port detection packets used for detecting 
the position of the bubble packet transmitting 
port as the port in the communication control 
used in transmission of the bubble packet to the 
server, before and aftertransmission of the bub- 
ble packet at the bubble packet transmitting 
step. 

87. A program for causing a computer to execute the 
process in a server for composing a communication 
system comprising an infonnation processor, a com- 
munication control unit for controlling the communi- 
cation of the information processor and a server, 
wherein the computer executes: 

a step of receiving port detection packets trans- 
mitted from the information processor before 
and aftertransmission of bubble packet in order 
to detect the position of the bubble packet trans- 
mitting port as the port in the communication 
control used in transmission of the bubble pack- 
et transmitted by the information processor for 
leaving the transmission record in the commu- 
nication control unit, and 
a step of detecting the position of the bubble 
packet transmitting port on the basis of the port 
detection packet. 

88. A program for causing a computer to execute the 
process in a server for composing a communication 

system comprising an infonnation processor, a com- 
munication control unit for controlling the communi- 
cation of the information processor and a server, 
wherein the computer executes: 

a step of receiving port detection packets trans- 
mitted from the information processor before 
and aftertransmission of bubble packet in order 
to detect the position of the bubble packet trans- 
mitting port as the port in the communication 
control used in transmission of the bubble pack- 
et transmitted by the information processor for 
leaving the transmission record in the commu- 
nication control unit, 

a step of detecting the position of the port of the 
communication control unit allowing to pass the 
port detection packet, and 
a step of transmitting port differential information 
showing the position of the port of the commu- 
nication control unit allowing to pass the e port 
detection packet to the infonnation processor. 
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FIG. 27 
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